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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM

TINH THAI NGUYEN Doc 1ap - Tu do - Hanh phic

S6: 31/2013/QP-UBND Thai Nguyén, ngay 16 thang 12 nam 2013
QUYET PINH

Ban hanh Quy ché dam b:o an toan, an ninh thong tin thudc linh vue
cong ngh¢ thong tin trong hoat dong ciia cac co’ quan nha nwdéc
trén dia ban tinh Thai Nguyén

UY BAN NHAN DAN TINH THAI NGUYEN

Cin cir Luat T6 chirc Hoi dong nhan dan va Uy ban nhan dan ngay 26 thang 11
nam 2003;

Can ctr Luat Cong ngh¢ thong tin ngay 29 thang 06 nam 2006;

Can cur Luat Giao dich dién tor ngay 29 thang 11 nam 2005;

Can cr Nghi dinh s6 64/2007/ND-CP ngay 10 thang 4 nim 2007 cta Chinh phu
vé viéc tng dung Cong nghé thong tin trong hoat dong clia co quan nha nudc;

Can ctr Nghi dinh s6 26/2007/ND-CP ngay 15 thang 02 nam 2007 ctia Chinh phu
Quy dinh chi tiét thi hanh Luét Giao dich dién tir vé chit k¥ s6 va dich vu chung thuc
chit ky s6;

Thue hién Quyét dinh s6 63/QD-TTg, ngay 13 thang 01 nam 2010 ctia Tha tudng
Chinh phu vé viéc Phé duyét Quy hoach phat trién an toan thong tin s6 qubc gia dén
nam 2020;

Xét dé& nghi ctia So Thong tin va Truyén thong tai T trinh sb 699/TTr-STTTT
ngay 13 thang 11 nim 2013 va ¥ kién thAm dinh cua S¢ Tu phap tai Van ban s
500/STP-XDVB ngay 12 thang 11 ndm 2013,

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Quy ché dam bao an toan, an ninh
thong tin trong linh vyuc Ung dung cong nghé thong tin ciia cac co quan nha nudc
thudc tinh Thai Nguyén.

Piéu 2. Quyét dinh nay c6 hiéu luc thi hanh sau 10 ngay ké tir ngay ky.
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Piéu 3. Chanh Vin phong Uy ban nhan dan tinh; Giam ddc cac so, ban, nganh;
Chu tich UBND cac huyén, thanh phé, thi xa va Thu trudng cac co quan, td chire, ca
nhan lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

TM. UY BAN NHAN DAN TINH
KT. CHU TICH
PHO CHU TICH
(ba ky)
Nhir Vin TAm
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UY BAN NHAN DAN CONG HOA XA HOQI CHU NGHIA VIET NAM
TINH THAI NGUYEN Doc 1ap - Tu do - Hanh phic
QUY CHE

Pam bao an toan, an ninh thong tin thugc linh vee cong nghé
thong tin trong hoat dong cia cac co quan nha nuéc
trén dia ban tinh Thai Nguyén
(Ban hanh kém theo Quyét dinh s6: 31/2013/OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan dan tinh Thai Nguyén)

Chuong 1
QUY DINH CHUNG

Pi¢u 1. Pham vi diéu chinh

Quy ché nay quy dinh vé ndi dung, bién phap dam bao an toan, an ninh thong tin
thudc linh virc cong nghé thong tin phuc vu cho cong tac diéu hanh va quan 1y nha
nudc trén dia ban tinh Thai Nguyén.

Picu 2. Péi twong ap dung

Quy ché nay duoc ap dung ddi véi tat ca cic co quan nha nudc trén dia ban tinh
Thai Nguyén (ké ca cac co quan Trung wong dit tai dia ban tinh Thai Nguyén).

Piéu 3. Giai thich tir ngir

Trong Quy ché ndy, cac tir ngit dudi ddy duoc hiéu nhu sau:

1. Can bd chuyén trach Cong ngh¢ thong tin (CNTT): La can bd k¥ thuat hoac
can bd quan 1y ¢6 chuyén moén vé linh vuc CNTT, truc tiép tham muu cho 1anh dao
khai thac, quan 1y va thuc hién cong tdc uing dung CNTT tai co quan, don vi, bao

dam k¥ thuat va an toan, an ninh thong tin cho vi¢c khai thac, van hanh h¢ théng
CNTT tai don vi.

2. Tinh tin cay: bao dam thong tin chi c6 thé dugc truy cép boi nhitng ngudi duoc
cAp quyén sir dung.

3. Tinh toan ven: bao vé su chinh xac va ddy du cia thong tin va cac phuong phap
xu ly.

4. Tinh sin sang: bao dam nhiing ngudi dugce cip quyén co thé truy cap thong tin

va cac tai san lién quan ngay khi c6 nhu cau.
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5. An toan, an ninh thong tin (ATANTT): bao gom céc hoat dong quan 1y, nghiép
vu va k¥ thuat déi véi hé théng thong tin nham bao vé, khoi phuc cac hé théng, cac
dich vu va ndi dung thong tin ddi v6i nguy co ty nhién hodc do con nguoi gy ra.
Viéc bao v¢ thong tin, tai san va con nguoi trong hé théng thong tin nham bao dam
cho cac hé théng thuc hién dang chuc nang, phuc vu dung ddi tuong, tinh san sang
cao v6i yéu cau chinh xac va tin cdy. An toan, an ninh thong tin bao ham cac noi

dung bao v¢€ va bdo mat thong tin, an toan dir li€u cua may tinh va an toan mang.

6. TCVN 7562:2005: Tiéu chuan Viét Nam vé ma thyc hanh quan 1y an toan
thong tin.

7.1SO 17799:2005: Tiéu chuan qubc té cung cép cac hudng din quan 1y an toan,
bao mat thong tin dua trén nhitng quy pham céng nghiép tét nhat (tip quy pham cho
quan 1y an toan bao mat thong tin).

8. ISO 27001:2005: Tiéu chuan quéc té vé quan 1y bao mat thong tin do T6 chic
Chét luong Qudc té va Hoi dong Pién tir Qudc té xuat ban vao thang 10/2005.

9. Cac tir tiéng Anh, tir k¥ thuat, tir chuyén nganh, tir duoc giai thich, ghi chi tai
Phu lyc 2 cta Quy ché nay.

) _ Chuong II
NOI DUNG PAM BAO AN TOAN, AN NINH THONG TIN

Picu 4. Cac bién phap quin 1y ki thuit co ban cho cong tac an toan, an ninh
thong tin

1. T6 chitc mé hinh mang: Cai dat, cdu hinh, t6 chirc hé thdng mang theo mé hinh
Clients/Server, han ché st dung mo hinh mang ngang hang. Ddi véi cac sd, nganh,
huyén, thanh phé, thi x3 c6 nhiéu phong, ban, don vi tryc thudc khong nam trong
cung mot khu vyc thi can thiét 1ap mang riéng ao (VPN — Virtual Private Network) dé
tdng cudng an ninh cho ha tﬁng mang ndi bd. Khi thiét lap cac dich vu trén moéi
truong mang Internet, chi cung cip nhimg chirc ning thiét yéu nhét bao dam duy tri
hoat dong cua h¢ théng thong tin; han ché su dung chirc nang, céng giao tiép mang,
giao thirc va cac dich vu khong can thiét.

2. Quan 1y hé thong mang khong diy : Khi thiét 1ap mang khong day dé két ndi
v6i mang cuc bo thong qua cac diém truy nhdp (Access Point -AP), can thiét 1ap cac
tham sb nhu: tén, SSID, mat khau, ma héa dit liéu va thong bao cac thong tin lién
quan dén AP dé co quan st dung, dinh ky 3 thang thay d6i mat khau nhim ting
cuong cong tdc bao mat.
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3. T6 chiic quan 1y tai khoan: Céc tai khoan va dinh danh ngudi dung trong hé
théng thong tin, bao gém: tao méi, kich hoat, stra d6i va loai bo cac tai khoan, d@)ng
thoi t6 chirc kiém tra cac tai khoan ciia hé thong thong tin it nhat 6 thang 1 1an thong
qua cac cong cu ctia hé thdng. Huy tai khoan, quyén truy nhap hé théng thong tin, thu
hoi lai tit ca cac tai san lién quan téi hé thong thong tin (khoa, thé nhan dang, thu
muc luu trit,...) d6i voi can bo, nhan vién da chuyén cong tic, chdm dut hop dong lao
dong.

4. Quan ly dang nhap hé théng: Cac hé thong thong tin can gii han sb lan dang
nhap vao hé théng. Hé thong tu dong khoa tai khoan hodc co 1ap tai khoan khi lién
tuc dang nhap sai vuot qua sd 1an quy dinh. T6 chirc theo ddi, giam sat tat ca cac
phuong phap diang nhap tir xa (quay s, internet,...), nhat 13 cac ding nhép c6 chic
nang quan tri, ting cuong viéc st dung VPN khi c6 nhu cau lam viéc tir xa; yéu cau
nguoi st dung ddt mat khau véi dd an toan cao, giam sat, nhic nho khuyén cao nén
thay d6i thudng xuyén mat khau.

5. Quan ly Logfile: Hé thong thong tin can ghi nhan cac sy kién: qua trinh dang
nhap vao hé thdng, cic thao tic cAu hinh hé thong. Thudng xuyén kiém tra, sao luu
(backup) cac logfile theo timg thang dé luu vét theo ddi, xac dinh nhimg sy kién da
xay ra cta hé thong va han ché viéc tran logfile gdy anh hudng dén hoat dong ciia hé
thong.

6. Chéng ma ddc, vi rat may tinh: Lya chon, trién khai céc phén mém chéng Vi
rat may tinh, thu rac trén cic may chu, cac thiét bi di dong trong mang va nhing hé
théng thong tin xung yéu nhu: Céng thong tin dién tur, thu dién tir, mot cura dién tu,. ..
dé phat hién, loai tror nhitng doan ma ddc hai (Vi rat may tinh, trojan, worms...) va
hd trg nguoi st dung cai dit cac phan mém nay trén may tram. Thuong xuyén cip
nhat cac phién ban (Version) méi, cac ban va 18i ctia cic phan mém chéng vi rat may
tinh dé bao dam chuong trinh quét vi rat may tinh cta co quan trén cac may chu, may
tram ludén duoc cap nhat mai nhat, thiét 1ap ché do quét thudng xuyén it nhat 12 hang
tuan.

7. T6 chtrc quan 1y tai nguyén: Kiém tra, giam sat chirc ning chia sé thong tin
(Network File and Folder Sharing). T6 chtic cap phat tai nguyén trén may chi theo
danh muc thu muc cho timg phong/ban; khuyén céo ngudi st dung can nhic viéc
chia sé tai nguyén cuc bo trén may dang st dung, tuyét ddi khong duogc chia sé toan
bd 6 cing. Khi thyc hién viéc chia sé tai nguyén trén may cha hodc trén may cuc bd
nén st dung mat khau dé bao vé thong tin.
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8. Cac bién phap k¥ thuat dam bao an toan cho Trang thong tin dién ti/ Cong
thong tin dién tir (goi tat 13 trang web):

a) Xac dinh cau tric thiét ké trang web: Quan 1y toan bo cac phién ban cua ma
ngudn, phdi hop véi don vi thuc hién dich vu hosting t6 chitc mé hinh trang web hop
Iy tranh kha ning tan cong leo thang dic quyén. Yéu ciu don vi cung cép dich vu
hosting phai cai dat cac hé théng phong vé nhu tuong lira (firewall), thiét bi phat
hién/phong chéng xam nhap (IDS/IPS) & muc tng dung web (WAF- Web
Application Firewall);

b) Van hanh tng dung web an toan: Cac trang web khi dua vao st dung hoac khi
b6 sung thém cac chirc nang, dich vu cong méi can lién hé véi Trung tim Cong nghé
thong tin va Truyén thong Thai Nguyén hodc lién hé véi cac t6 chic an ninh mang
danh gia kiém dinh nham tranh dugc cac 16i biao mat thuong xay ra trén ung dung
web nhu: SQL Injection, Cross-Site Scripting (xss), Broken Authentication and
Session Management, Insecure Direct Object References, Cross Site Request Forgery
(CSRF), Security Misconfiguration, Failure to Restrict URL Access, Insecure
Cryptographic Storage, Insufficient Transport Layer Protection, Unvalidated
Redirects and Forwards...;

¢) Thiét lap va cau hinh co so dit liéu (CSDL) an toan:

- Luon c@p nhat ban va 16i méi nhat cho hé quan tri co s& dit liéu; st dung cong
cu dé danh gia, tim kiém 156 hong trén may cha co so dit liéu;

- GO bo cac co s dir ligu khong sur dung;

- C6 céc co ché sao luu dir liéu, tai liéu héa qua trinh thay ddi cdu tric bang cach
xdy dung nhat ky CSDL véi cac ndi dung nhu: ndi dung thay doi, Iy do thay d6i, thoi
gian, vi tri thay doi...

d) Phéi hop vé6i cac nha cung cap dich vu hosting xay dung phuong an phuc hoi
trang web, trong d6 chu y mdi thang thuc hién viéc backup toan bd ndi dung trang
web 1 1an bao gém ma nguén, co s¢ dir liéu, dir li€u phi cAu trac,... dé bao dam khi co
su ¢ c6 thé khic phyc lai ngay trong vong 24 gid.

9. Thiét 1ap co ché sao luu va phuc hdi may chu, méay tram:

a) Di v6i may tram, may chu: Thyc hién viéc sao luu dir liéu nhu hé diéu hanh,
cac phan mém ung dung vin phong, phan mém chuyén nganh...bang cac phan mém
nhu Pgmagic, FinalData, Symantec Ghost, ZAR (Zero Assumption Recovery),

NovaBackup Professional, Nero BackItUp & Burn, Digital Rescue Premium...Sau
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khi sao luu mdi may duoc luu vao cac thiét bi luu trit nhu CD, 6 cling ngoai...va thuc
hién viéc danh sb, dan nhin dé tranh nham 13n nham phuc vu cho céng tac phuc hoi
dit 1iéu mot cach nhanh nhat;

b) Pdi v6i may chi: Cai dat cac dich vu Mirror, Raid, Clustering bao dam thiét
1ap co ché sao luu va phuc hdi hé thdng ctia may chu. Déi v6i cac may chi cai dat hé
diéu hanh Windows str dung chtic ning System Restore dé co6 thé dé dang khoi phuc
lai toan bd may chu hoac cac tap tin, thu muc dugc lya chon phuc hoi.

10. Xt 1y khan cap: Khi phat hién hé théng bi tin coéng, thong qua cac dau hiéu
nhu luodng tin (traffic) ting 1én bat ngd, ndi dung trang chi bi thay d6i, hé thong hoat
dong rat chim khac thuong,... can thyuc hién cic budc co ban sau:

a) Budc 1: Ngat két néi may chu ra khoi mang;

b) Bude 2: Sao chép logfile va toan b dir liéu cua hé théng ra thiét bi luu trit
(phuc vu cho cong tac phan tich);

¢) Budc 3: Khéi phuc hé thdng bang cach chuyén dit liéu backup méi nhat dé hé
théng hoat dong;

d) Budc 4: Thuc hién cac cong viéc cuia khoan 2 DPicu 8.

Piéu 5. Cac bién phap quén 1y vin hanh trong céng tac an toan, an ninh
thong tin

1. P61 vo1 cac co quan, don vi:

a) Pho bién, huéng dan thuc hién cac quy ché chung lién quan dén cong tic tng
dung CNTT d3 dugc Uy ban nhan dan (UBND) tinh ban hanh nhu Quy ché quan 1y,
van hanh va st dung hé thong thu dién tir dung chung tinh Thai Nguyén (theo Quyét
dinh s6 957/0D-UBND ngay 22/5/2013 cia Uy ban nhén déan tinh Thdi Nguyén),
Quy ché quan 1y hoat dong va cung cap thong tin cua Cong thong tin dién tir tinh
Thai Nguyén (theo Quyét dinh sé 40/2012/QD-UBND ngay 06/11/2012 ciia Uy ban
nhan dan tinh Thai Nguyén), ...

b) Kiém tra viéc thyuc hién cac ndi dung cta Diéu 4 vé cac bién phap quan 1y ky
thuat co ban cho cong tac an toan, an ninh thong tin cta can by chuyén trach cong
ngh¢ thong tin;

c) T chitc dao tao tai don vi hodc cir can bo tham gia cac 16p dao tao dé trang bi
cac kién thirc vé an toan thong tin co ban cho can bd, cong chirc, vién chuc trude khi
cho phép truy nhap, van hanh, khai thac va st dung hé théng thong tin;
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d) Xéac dinh va phan b kinh phi chi thudng xuyén can thiét cho cac hoat dong
lién quan dén viéc bao vé hé thong thong tin, thong qua viée dau tu cac thiét bi tudong
Itra, cac chuong trinh chéng Spam, Vi rat may tinh trén cic may tram, may chil...

2. Béi voi Can bd chuyén trach CNTT:

a) Trién khai, thuc hién cic ndi dung cua Piéu 4 vé cac bién phap quan 1y k¥

thuat co ban cho cong tac an toan, an ninh thong tin;

b) Tham muu chuyén mon va van hanh an toan hé thong thong tin cua don vi,
trién khai cac bi¢n phap dam bdo an toan, an ninh thong tin cho tat ca can bg, cong
chtrc, vién chuc trong don vi minh;

C) Nim viing va thuc hién nghiém tic Phap 1énh bdo v¢ bi mat Nha nudc ngay
28/12/2008. Thuong xuyén tu cip nhat cic kién thirc vé an toan, an ninh théng tin,
nguy co tiém an c6 thé gdy mat mat thong tin va cac bién phap phong tranh khi tién
hanh cac hoat dong quan ly hay k¥ thuat nghiép vu;

d) Thyc hién viéc danh gia, bao cao céac rui ro va mirc d0 nghi€m trong ctia cac
ri ro d6. Céc rii ro d6 co thé xay ra do su truy cap trai phép, str dung trai phép, mat,
thay d6i hodc pha hiy thong tin va hé thdng thong tin;

e) Phdi hop chit ché véi co quan Cong an trong cong tac phong ngira, dau tranh,
ngdn chan cac hoat dong xam pham an toan, an ninh thong tin.

3. Pdi v6i can bo, cong chtre, vién chuec:

a) Thuong xuyén cap nhat nhitng chinh sach, thu tuc an toan thong tin cua don vi

ciing nhu thyc hién nhig huéng din vé an toan, an ninh thong tin ciia can bo chuyén
trach nhu mgt phan cua cong viéc chuyén mon;

b) Han ché viéc str dung chirc ning chia sé tai nguyén (sharing), khi str dung chirc
nang nay can bat thudc tinh bao mat béng mat khau va thuc hién viéc thu hdi chuc
nang nay khi da str dung xong;

¢) Cac may tinh khi khong sir dung trong thoi gian dai (qua 2 gid lam viéc) can
tat may hodc ngung két nbi mang, dé tranh bi cac hacker loi dung, st dung chirc nang
diéu khién tir xa dung may tinh ctia minh tin cong vao cac hé thong thong tin khac;

d) Str dung chirc ning md héa ¢ mirc hé diéu hanh bao dam cac dit liéu nhay cam
nhu tai khoan, mat khau, cac tap tin van ban... dugc ma hoa trudc khi truyén trén moi
treong mang. Cac tp tin gui dinh kém boi thu dién tir hoic duoc tai xudng tir
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Internet hay céc thiét bi luu trir gan vao hé thong can dugc kiém tra dé phong chong
lay nhiém vi rat may tinh hodc phan mém gian diép gdy mat mat thong tin.

Picu 6. Xy dung quy ché ndi bo dam bao an toan cho hé thong thong tin

1. Thi trudng cac co quan, don vi duge quy dinh tai Diéu 2 ctia Quy ché nay phai
ban hanh quy ché noi bo, bao dam quy dinh rd cac van dé sau:

a) Muc tiéu va phuong hudng thuc hién cong tdc ddm bdo an toan an ninh cho hé
thdng thong tin;

b) Nguyén tic phan loai va quan Iy mirc do uu tién di voi cac tai nguyén cua hé
théng thong tin (phan mém, dit lidu, trang thiét bi,...);

¢) Quan 1y phan quyén va trach nhiém dbi v6i ting ca nhan khi tham gia st dung
hé théng thong tin;

d) Quan ly va diéu hanh may chu, thiét bi mang, thiét bi bao vé mang mdt cach an
toan;

e) Kiém tra, ra soat va khéc phuc su ¢ an toan an ninh cta hé théng thong tin st
dung cac bién phap trong Piéu 4, Piéu 5 va Piéu 7 cta Quy ché nay;

f) Nguyén tic chung st dung an toan va hiéu qua ddi voi toan bd ca nhan tham
gia st dung hé théng thong tin;

g) To chirc thuc hién.

2. Cac co quan, don vi xdy dung quy ché an toan an ninh cho don vi ¢in ctr cac
tiéu chuan k¥ thuat quan 1y an toan cua bd tiéu chuan TCVN 7562:2005 va ISO/IEC
17799:2005 tai Phy Iyc 1 dé co su lua chon ap dung phu hop véi co quan minh.

Piéu 7. Xdy dung va ap dung quy trinh dam béo an toan, an ninh cho hé
thong thong tin

1. Cac co quan nha nudce phai xay dung va dp dung quy trinh ddm bao an toan, an
ninh cho hé thong thong tin nham giam thiéu cac nguy co gy ra su co, tao diéu kién
cho viéc khic phuc va truy vét trong trudng hop co su cd xay ra.

Noi dung cta quy trinh nén chia lam cac budc co ban sau:

a) Lap ké hoach bao vé an toan, an ninh cho hé théng thong tin;

b) Xay dung hé¢ théng bao v¢ an toan, an ninh thong tin;

c¢) Quan ly va van hanh h¢ théng bado v¢ an toan, an ninh thong tin;

d) Kiém tra danh gia hoat dong ctia hé théng bao vé an toan, an ninh thong tin;
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e) Béo tri va nang cap hé théng bao vé an toan, an ninh thong tin.

2. Cac co quan, don vi tham khao cac budc co ban dé xay dung khung quy trinh
dam bdo an toan, an ninh thong tin cho hé théng thong tin tai Phu luc 3 cia Quy ché
nay va tiéu chuan qudc té 1SO 27001,

) _Chuong 111
TRACH NHIEM PAM BAO AN TOAN, AN NINH THONG TIN

Diéu 8. Trach nhiém cia cac co quan, don vi

1. Thu trudng cac co quan, don vi c6 trach nhiém thuc hién Piéu 6 va biéu 7 cua
Quy ché nay va chiju trach nhiém thuc hién cac quy dinh cta phéap ludt trong cong tac
bao vé an toan hé thong thong tin cta don vi.

2. Khi ¢6 su ¢b hodc nguy co mét an toan thong tin, kip thoi ap dung moi bién
phap dé khac phuc va han ché thiét hai, vu tién st dung luc lugng k¥ thudt an ninh
thong tin cua don vi va 1ap bién ban bao céo bang vin ban cho co quan cap trén quan
Iy truc tiép va S¢ Thong tin va Truyén thong theo biéu mau tai Phuy luc 4 ciia Quy ché
nay.

Truong hop ¢6 sy ¢b nghiém trong vuot qua kha nang khic phuc caa don vi, phai
bao c4o ngay cho co quan cip trén quan 1y truc tiép va S& Thong tin va Truyén théng
dé cung phdi hop xu 1y.

3. Tao diéu kién thuan loi cho cac co quan chirc ning tham gia khic phuc su co
va thuc hién dung theo huéng dan.

4. Phéi hop v61 Boan kiém tra dé trién khai cong tac kiém tra, khéc phuc su cd
dugc nhanh chong va dat hiéu quéa; dong thoi cung cp day du cac thong tin khi Poan
kiém tra yéu cau xuat trinh.

5. Pinh ky hang Quy, lap bao céo tinh hinh an toan, an ninh thong tin theo biéu
mau tai Phu luc 5 cia Quy ché nay va giri vé S¢ Thong tin va Truyén thong qua hop
thu dién tir vanthu.sotttt@thainguyen.gov.vn. Riéng bao cio thudoc Quy IV ciia ndm
yéu cau cac don vi gtri vé S¢ Thong tin va Truyén thong bang vin ban.

Dieéu 9. Trach nhiém cua can b cong chirc, vién chirc va nguoi lao dong
trong cac co quan, don vi

1. Nghiém chinh chap hanh cac quy dinh vé bao vé bi mat nha nuéc, quy ché noi
bd, quy trinh vé an toan, an ninh thong tin ciia co quan, don vi ciing nhu quy dinh
khac cua phap luat, nang cao y thirc canh giac va trach nhiém dam bao an toan, an
ninh thong tin tai don vi.
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2. Khi phat hién su c6 phai bao ngay voi co quan cip trén va bo phan chuyén
trach CNTT dé kip thoi ngan chin, xir 1y.

3. Tham gia cac chuong trinh dao tao, hoi nghi vé an toan, an ninh thong tin do
S Thong tin va Truyén thong t6 chc.

Piéu 10. Trach nhiém ciia Cong an tinh Thai Nguyén

1. Tham muu cho ny ban nhan dan tinh chi dao, t6 chtc trién khai, thuc hién cac
Chi thi, Nghi quyét cua Dang, phap luat Nha nudc vé cong tic bao mé bi mat nha
nudce, bao vé an ninh chinh trj ndi bd, an ninh kinh té, an ninh thong tin, an toan co s&
ha tang, bao vé cong trinh quan trong lién quan dén an ninh quéc gia, trat ty an toan
co quan; xay dung, ban hanh danh muc bao v¢ bi mat Nha nudc, cac quy dinh vé tiéu
chuan, quy chuén k¥ thuét an toan, an ninh thong tin trong van hanh, khai thic mang
lué6i, dich vy, cac cong cu phan ctg, chuong trinh virut, phdn mém gian diép dé phat
tan thu rac, danh crflp, st dung trai phép mat khau, khoa mat ma, luu trit, phat tan
thong tin, tai liéu trai phap luat, xdm pham an toan, an ninh thong tin, vi pham thuan
phong my tuc; thuc hién quyén, nghia vy, trach nhiém bdo v¢ an ninh chinh tri ndi bo,
an ninh thong tin truyén thong, bao v¢ bi mat Nha nudc, an toan co s& ha téng, trat tu
an toan co quan; 1am tbt cong tac chinh tri tu tudng, cong tac quan 1y ndi bé nham
nang cao y thuc trach nhiém cho can bo cong nhan vién; xay dyng phong trao ““ Toan
dan bao vé an ninh T6 qudc”.

2. Trao dbi kip thoi cho S& Théng tin va Truyén thong va cac co quan, don vi trén
dia ban tinh Thai Nguyén vé am muu, phuong thirc, thit doan hoat dong cua cac thé
lgyc thu dich va to1 pham trén linh vuc vién thong va cong nghé thong tin; nham
phong ngtra, ngan chan hoat dong ctia cac thé lyc thu dich va toi pham; nang cao tinh

than canh giac va y thtrc trach nhi€ém cua can b, cong nhan vién.

3. Chi dao cac phong nghiép vu va Cong an cac huyén, thanh phd, thi xi ting
cudng tuyén truyén van dong nhan dan cac x4, phuong, thi trin c6 hé théng thong tin
di qua néu cao tinh than trach nhiém, y thure canh giac, kip thoi ngan chan, phat hién,
t6 giac nhitng hanh vi gy nguy hai dén cong trinh mang luéi vién thong, cong nghé
thong tin. Trién khai cong tac dam bdo an ninh trat tu, phong chéng to1 pham va cac
hanh vi vi pham khac trong linh vuc vién thong va cong nghé thong tin. Sau khi tiép
nhan tin bao veé toi pham xam pham an ninh trat tu trong linh vuc vién thong va cong
nghé thong tin phai khan truong t6 chic xac minh, diéu tra 1am rd nguyén nhan,
phuong thirc thi doan, hoat dong cua dbi twong, kip thoi dua ra dé xir Iy theo phap
luat.



82 CONG BAO/S6 14+15/Ngay 25-12-2013

4. Khi phat hién cac thong tin, tai liéu, dir liéu, d6 vat lién quan dén hoat dong
x4m pham an ninh quéc gia theo quy dinh tai Pidu 3 Nghi dinh s6 151/2005/ND-
CP, ngay 14/12/2005 ctia Chinh phu quy dinh quyén han, trach nhiém cia co quan
va can bo chuyén trach bao vé an ninh qudc gia, thuc hién ngay cac bién phéap sau
day:

a) Yéu cau to chure, cA nhan cung cép cac thong tin dir liu, sb liéu, tai lidu, do vat
lién quan;

b) Thuc hién theo tham quyén céac bién phéap luwu gitt, sao chép thong tin, dit licu,
tai liéu, d6 vat, mot phﬁn hoac toan bo hé théng thiét bi lién quan;

c) Ngan can viéc truy nhap h¢ théng thiét b, mang ludi va st dung dich vy;
d) Thuc hién cac nhiém vu, quyén han khac theo quy dinh ctia phap luat.
Pi¢u 11. Trach nhiém ciia S& Thong tin va Truyén thong

1. Tham muwu UBND tinh vé cong tac dam bao an toan, an ninh thong tin va chiu
trach nhiém trudc UBND tinh trong viéc ddm bao an toan, an ninh cho céac h¢ théng
thong tin cap tinh.

2. Xay dung ké hoach, du toan ngué)n kinh phi dé trién khai cong tac an toan va
an ninh thong tin phuc vu cho viéc van hanh céac h¢ théng thong tin dugc UBND tinh
giao quan 1y va luu ky cac trang thong tin dién tir cua cac s& nganh, huyén, thanh
phd, thi x4.

3. Thanh 13p Poan kiém tra an toan, an ninh thong tin va tién hanh kiém tra theo
dinh ky hodc dot xuét khi phat hién c6 cac dau hiéu, hanh vi vi pham an toan, an ninh
thong tin. Két thiic dot kiém tra phai c6 vin ban bao cdo UBND tinh vé tinh hinh an
toan, an ninh théng tin thudc tinh va c6 nhitng dé xuat phu hop.

4. Xay dyng va trién khai cac chuong trinh dao tao, hi nghi tuyén truyén an toan,
an ninh thong tin trong cong tac quan 1y nha nudc thude tinh nham pho bién, cap nhat
kién thirc vé an toan an ninh thong tin vao Quy III hang nim.

5. Tuy theo muc do su cb, phéi hgp Trung tim Ung ciru khan cap may tinh Viét
Nam (VNCERT) va cac don vi c6 lién quan huéng din xur 1y, Gng ctru cac su cb
thong tin.

6. Huong dan, giam sat cac don vi xay dung Quy ché dam bao an toan, an ninh
cho hé thdng thong tin theo quy dinh ctia nha nudc.
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A ] Chuong IV .
CONG TAC THANH TRA, KIEM TRA AN TOAN,
AN NINH THONG TIN

Picu 12. K¢ hoach kiém tra hing nim

1. S Théng tin va Truyén thong chi tri, phdi hop Vin phong UBND tinh, Cong
an tinh va cac don vi ¢6 lién quan tién hanh cong tac kiém tra an toan, an ninh thong
tin tai tdt ca cac don vi hanh chinh cip tinh, huyén, thanh phd, thi xa dinh ky hang
nim t6i thiéu 1 1an vao quy III, kiém tra tai co so cip phuong/xa theo ké hoach cua
S Thong tin va Truyén thong.

2. Tién hanh kiém tra dot xuit cac co quan nha nudc khi co6 dau hiéu vi pham an
toan, an ninh thong tin.

Piéu 13. Quan hé phéi hop va trach nhiém ciia cac co quan chirc niing lién quan

1. So Thong tin va Truyén thong

a) Chiju trach nhiém chinh trong viéc chi tri va phdi hop véi cic co quan chirc
nang lién quan dé thanh 1ap Poan kiém tra va trién khai, bao cdo cong tac kiém tra an
toan, an ninh thong tin trén quy mo toan tinh;

b) Phéi hop véi Cong an tinh thyc hién xir Iy cac hanh vi vi pham an toan, an ninh
thong tin gay thiét hai cho h¢ théng thong tin thudc cac co quan, don vi nha nudc
thudc tinh.

2. Van phong UBND tinh:

a) Clr bo phan chuyén trach an toan, an ninh thong tin phbi hop véi Sé Thong tin
va Truyén thong kiém tra, danh gia cong tac an toan, an ninh thong tin;

b) Phéi hop xay dung céc tiéu chi va quy trinh k§ thuat kiém tra cong tac an toan,
an ninh thong tin.

3. Trach nhiém cua Cong an tinh:

a) Phoi hop S¢ Thong tin va Truyén thong kiém tra cong tic an toan, an ninh
thong tin;

b) Tham muu UBND tinh ban hanh, sira doi, bo sung cac quy dinh ctia phap luat
c6 lién quan dén cong tac an toan, an ninh thong tin;

¢) Thuong xuyén théng bao cho cic co quan, don vi vé phuong thirc, tha doan
moi ciia cac loai tdi pham xam pham an toan, an ninh thong tin dé c6 bién phap
phong ngira, dau tranh, ngan chin;
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d) Piéu tra va xir Iy cac truong hop vi pham an toan, an ninh thong tin theo tham
quyén.

ChwongV
KHEN THUONG, XU LY VI PHAM

Piéu 14. Khen thuéng

Hang nam, S& Thong tin va Truyén thong dua trén két qua kiém tra, danh gia,
b4o cdo cong tac an toan, an ninh thong tin cta cic co quan, don vi dé xac 1ap bang
xép hang an toan, an ninh thong tin; trén co sé d6 dé xuat UBND tinh xem xét khen
thudng cho cac ca nhan, don vi c¢6 thanh tich ddm bao an toan, an ninh thong tin theo
quy dinh hi¢n hanh.

Piéu 15. Xir Iy vi pham

T6 chirc c4 nhan c6 hanh vi vi pham quy ché nay thi tuy theo tinh chat, mtc d6 vi
pham ma bi xt Iy ky luat, xt phat hanh chinh hodac bi truy ctru trach nhi¢m hinh su
quy dinh cua phap luat hién hanh.

Chuong VI
PIEU KHOAN THI HANH

Piéu 16. So Thong tin va Truyén thong chu tri, phdi hop vdi cac sd, ban, nganh,
UBND céac huyén, thanh phé, thi xa va céc co quan co6 lién quan trién khai thuc hién
Quy ché nay.

Trong qua trinh thyc hi¢n, néu ¢6 vuong méc, dé nghi co quan, td chirc, c4 nhan
c6 lién quan phan anh vé So Théng tin va Truyén thong tong hop trinh UBND tinh
xem xét, giai quyét./.

TM. UY BAN NHAN DAN TINH
KT. CHU TICH
PHO CHU TICH
(ba ky)
Nhir Vin TAm
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Phu luc 1 )
10 NQI DUNG CHINH CUA ISO/IEC 17799:2005 DUNG PE XAY DUNG
QUY CHE NQI BQO PAM BAO AN TOAN, AN NINH CHO
HE THONG THONG TIN

(Ban hanh kém theo Quyét dinh s6: 31/2013/0OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan dan tinh Thai Nguyén)

1. Chinh sach an toan thong tin: Chi thi va huéng dan vé an toan thong tin.
2. An ninh t6 chic:
a) Ha tang an ninh thong tin: quan 1y an ninh thong tin trong to chic;

b) An ninh ddi véi bén truy cap thir ba: Duy tri an ninh cho cac phuong tién xtr Iy
thong tin clia to chirc va tai san thong tin cho cac bén tht ba truy nhap.

3. Phan loai va kiém soat tai san:

a) Trach nhiém giai trinh tai san: duy tri bao v¢ tai san;

b) Phan loai thong tin tai san: bao dam mdi loai tai san c6 mirc bao vé thich hop.
4. An ninh ca nhan:

a) An ninh trong dinh nghia cong viéc va nguén nhan lyc: gidm rui ro do cac hanh

vi sai sét cua con nguoi;

b) Dao tao nguoi st dung: bao dam nguoi st dung nhan thirc dugc cac moi de

doa va cac van dé lién quan dén an ninh thong tin;

c) P61 pho céac su ¢6 an ninh: Gidm thi€u thiét hai tir cac hdng hdc, truc trac va su
c0 an ninh, theo do1 va rut kinh nghiém.

5. An ninh moi truong vat 1y:

a) Pham vi an ninh: ngan ngura viéc truy cdp, gay hai va can thiép trai phép vao

vung an ninh va thong tin nghi€p vu;

b) An ninh thiét bi: dé tranh mat mat, 161 hodc céac su ¢ khac lién quan dén tai san
gay anh hudng dén céc hoat dong nghiép vu;

¢) Kiém soat chung: ngin ngira 1am hai hodc danh cip théng tin va cac phuong
tién xur 1y thong tin.

6. Quan 1y truyén thong va hoat dong:

a) Thu tuc van hanh va trach nhi€ém van hanh hé théng: bdo dam cac phuong tién
xtr 1y thong tin hoat dong ding va an toan;



86 CONG BAO/SH 14+15/Ngay 25-12-2013

b) Lap ké hoach hé théng va cong nhan: giam thiéu rui ro vé 18i hé thong;

¢) Bao vé chéng lai phan mém cb y gy hai: bao vé tinh toan ven cta phin mém
hé théng va thong tin;

d) Cong viéc quan 1y: duy tri tinh toan ven va san sang cta dich vy truyén dat va
xur ly thong tin;

e) Quan tri mang: bao dam viéc an toan thong tin trén mang va bao v€ co so ha
tang ky thuat;

g) Trao d6i thong tin: Ngin ngira mat mat, thay d6i hodc str dung sai thong tin
duoc trao doi gifta cac don vi.

7. Kiém soat truy cap:

a) Cac yéu cau nghiép vu ddi voi kiém soat truy nhap: kiém soat truy nhap thong
tin;

b) Quan 1y truy nhap ctia nguoi dung: Pé tranh cac truy nhap khong duogc céap
phép vao hé thong;

¢) Trach nhiém ctia nguoi dung: dé tranh cac truy nhap cia ngudi dung khong
duogc cap phép;

d) Kiém soat truy nhap mang: bao v¢ cac dich vu mang;

e) Kiém soat truy nhap hé diéu hanh: tranh truy nhap vao cac may tinh khong
dugc phép;

g) Kiém soat truy nhap tng dung: tranh cac truy nhép trai phép vao hé thong;

h) Giam sat truy nhap hé thong va giam sat sir dung hé théng: dé phat hién cac
hoat dong khong duoc cip phép;

i) Kiém soat truy nhép tir xa: bao dam an ninh thong tin khi str dung cac phuong
tién di dong.

8. Phat trién va duy tri hé thong:

a) Yéu cau an ninh ddi v6i cac hé thong: dé bao dam cac yéu cau an ninh duoc
dua vao trong qué trinh x4y dung hé thong;

b) An ninh trong hé théng Gmg dung: dé ngin ngira mat mat, thay d6i hodc lam
dung dir liéu nguoi sir dung trong cac hé thong tmg dung;

c) Cac kiém soat mat ma, ma hoa: dé bao vé tinh tin cay, xac thuc hodc toan ven
cua thong tin;



CONG BAO/S6 14+15/Ngay 25-12-2013 87

d) An ninh céc tép hé théng: Bao dam rang cac du an CNTT va cac hoat dong hd
trg dugc quan ly mot cach an toan;

e) An ninh qué trinh hd tro va phat trién: duy tri an ninh cia phan mém va thong
tin hé théng tmg dung.

9. Quan 1y lién tuc trong kinh doanh: chong lai sy gidm doan trong cac hoat dong
kinh doanh.

10. Sy tuan thu:

a) Tuan tha cac yéu cau phap 1y: dé tranh cac vi pham cta cac B luat hinh su va
dan sy, cac nghia vu c6 tinh luat phéap, nguyén tic;

b) Chinh sach an ninh va yéu cau k¥ thuat ctua hé théng phai bao dam viéc tuan
thu cac chinh sach va tiéu chuan an ninh cua qubc gia;

¢) Xem xét kiém tra hé théng: dé t6i uu tinh hiéu luc nham giam thiéu su can
thiép quy trinh kiém tra hé thong do.



88 CONG BAO/SH 14+15/Ngay 25-12-2013

_Phu lyc 2: L
GIAI THICH, GHI CHU TU TIENG ANH, TU KY THUAT
CHUYEN NGANH

(Ban hanh kém theo Quyét dinh s6: 31/2013/0OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan dan tinh Thai Nguyén)

1. Clients/Server: M6 hinh mang may con - may chu.

2. AP - AcessPoint: Piém truy cip khong diy dugc cau hinh dic biét cac nut trén
mang cuc b khong diy (WLAN). Cac diém truy cdp hoat dong nhu mot may phat
trung tam va nhan tin hi¢u radio WLAN.

3. SSID - Service set identification: Tén dinh danh dich vu cua mang. Thong thuong
néu trong mang clia ban chi c¢6 nhiéu Access Point (AP) thi khi ban truy cap vao AP nao
ban s& chon SSID tuwong tmg. N6i chung SSID 14 tén dit cho mang Wireless ctia minh dé
nhén dang.

4. Logfile: Pugc hiéu 12 mot tap tin dé luu trix thong di¢p dugc tao ra bdi mot
tmg dung, dich vy, hodc hé diéu hanh. Cac thong diép nay duoc s dung dé theo ddi
cac hoat dong dugc hodc da thuc hién. Cac tép tin nhat ky thuong la céc tap tin van
ban don gian (md ASCII) va thudng c6 mot phan mé rong 1a “.log”.

5. VPN - Virtual Private Network: Mang riéng 4o, 1a mdt mang danh riéng dé két
ndi cac may tinh ctia cac cong ty, tap doan hay céc t6 chirc voi nhau thong qua mang
Internet cong cong.

6. Network File and Folder Sharing: Chuc ning chia sé thong tin trén hé diéu
hanh.

7. M hoa & mutrc hé diéu hanh: Dung cac cong cu c6 san cua hé diéu hanh cung
cap dé tién hanh ma hoa va giai ma.

8. Backup (Sao luu): Sao luu dit liéu duoc dung dé khéi phuc lai dir liéu tai thoi
diém tién hanh sao Iuu khi hé diéu hanh bi hong.

9. Trojan (Vius Trojan) : mot chuong trinh dang vi rat, mdt ké 1am ndi gian trong
may tinh cta ban da gitp cho tén tin tic (hacker) diéu khién mdy tinh ctia ban, Trojan
gilip tén tin tic ldy nhiing thong tin quy bau cua ban, tham chi hin co thé x6a hoic
dinh dang lai ca 6 cimg cta ban nita. Trojan c6 thé nhiém vao mdy ctia ban qua tap
tin gfm kém thu dién tir ma ban di vo tinh tai vé va chay thir, hoic co6 1an trong nhiing
chuong trinh trd choi, nhung chuong trinh ma ban khéng rd ngudn gdc...
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10. Worms (Sau dir liéu): gidng nhu virus ngoai trir viée nd co thé tu tai tao. N6
khong chi c6 thé nhan rong ma khong can dén viéc phai “dot kich” vao “bd nao” cua
file va n6 ciing rat wa thich sit dung mang dé lay lan dén moi ngdc ngach cta hé
thong. Piéu ndy c6 nghia 1a mot computer worm c6 du kha ning dé 1am thiét hai
nghiém trong cho toan thé mang ludi, trong khi mot virus chi thuong nham dén cac
tap tin trén may bi nhiém.

11. Hosting (Dich vu cho thué may chu): 1a mdt loai hinh luu trit trén Internet
cho phép cac ca nhan, t6 chirc truy cip dugc webiste ctia ho thong qua World Wide
Web.

12. Firewall: Tuong lra - La h¢ théng rao chin ma mot sd c4 nhan, to chuc,
doanh nghiép, co quan nha nudc lap ra nham ngin chin nguodi ding mang Internet
truy cap cac thong tin khong mong mudn hodc/va ngin chin nguoi ding tir bén ngoai
truy nhap cac thong tin bao mat nim trong mang ndi bo.

13. IDS/IPS: Thiét bj phat hién/phong chéng xam nhap.
14. WAF- Web Application Firewall: Mtc tng dung web.

15. SQL Injection (16i nhiing ma): Xay ra trong cac tmg dung nhu SQL, LDAP
khi str dung dir liéu khong xac thuc duoc guri t6i hé théng bién dich nhu mot phan ma
Iénh. Nhitng dir liéu nay cua ké tan cong co thé Itra hé théng bién dich thuc hién
nhitng mi 1énh doc hai hodc giup nhimg ké tin cong tham nhap dén dir liéu quan
trong mot cach trai phép.

16. Cross-Site Scripting (xss) (Thyuc thi ma Script xau) : Xay ra khi mot tng
dung tiép nhan nhimng dir liéu khong dang tin cdy va gui chung dén cho trinh duyét
web ma khong qua xur Iy va kiém duyét. XSS cho phép ké tin cong thuc hién nhimng
mi 1énh doc trén trinh duyét cia ngudi bi tin cong va loi dung an cdp phién truy cap
dé mao danh hoac huy hoai trang web hoac ltra nguoi st dung di dén nhitng trang
web ddc hai khac.

17. Broken Authentication and Session Management (Hu hong co ché chimg thuc
va quan 1y phién lam viéc) : Nhiing doan chuong trinh kiém tra danh tinh va quan ly
phién 1am viéc ctia ngudi str dung thuong duge lam qua loa khong ding cach. Piéu
nay giup ké tham nhap c6 thé an cip mat ma, khoa, mi cia cac phién lam viéc
(session tokens) hodc tan dung nhimg 18i khac dé gia mao danh tinh nguoi sir dung.

18. Insecure Direct Object References (ddi twong tham chiéu thiéu an toan): Xay
ra khi ngudi phat trién dé 16 mot tham chiéu dén nhiing d6i twong trong hé théng nhu
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cac tap tin , thu muc, hay chia khoa dir li¢u. Néu ching ta khong c6 mot hé¢ théng
kiém tra truy cép, ké tin cong c6 thé loi dung nhitng tham chiéu nay dé truy cap di
liéu mot cach trai phép.

19. Cross Site Request Forgery (CSRF) (Gia mao yéu cau): Kiéu tin cong ndy ép
budc trinh duyét web ctia mot nguoi dung da dang nhap g nhitng yéu cau giao thic
web (HTTP) toi mot trang web bi 18i, bao gdm cookie ciia phién truy cap va nhiing
thong tin tr dong khac nhu thong tin dang nhap. Cach thirc nay cho phép ké tin cong
budc trinh duyét web tao ra nhiing yéu cu cho tng dung 16i ma tmg dung nay khong
thé biét dugc day 1a nhitng yéu cau gia mao cia ké tan cong.

20. Security Misconfiguration (Ldi cau hinh bao mat, sai sot ciu hinh an ninh):
Moét co ché an ninh tot can phai hi¢u chinh vé an ninh va trién khai né cho cac ung
dung , khudén mau, may chu tng dung, may chi web,may chu dir liéu va cac Ung
dung nén tang. Tat ca nhing thiét 1ap nén dugc dinh nghia, thyc hién bao tri vi rat
nhiéu thir khong duoc trién khai véi thiét 14p an toan mic dinh. Cac hiéu chinh ciing
bao gom cép nhat phan mém va nhitng thu vién duoc sir dung boi ing dung.

21. Failure to Restrict URL Access (Sai sot han chét truy cap) : Nhiéu tng dung
web kiém tra quyén thyc thi dia chi truy cdp (URL) trude khi dung cac lién két va nat
nhan duoc bao vé. Tuy nhién tng dung ciing phai thuc hién kiém tra twong tu mdi
khi nhitng trang thong tin dugc truy cp truc tiép, néu khong ké tan cong co thé gia
mao URL dé truy cép vao nhing trang thong tin 4n nay.

Insecure Cryptographic Storage(Luru trit mat ma thiéu an toan) : Nhiéu ung dung
web khong bao vé nhitng dir kiéu nhay cam nhu thé tin dung, sd chimg minh nhéan
dan va nhimg mi xac thuc thong tin bang phuong thirc ma hoa hay bam. Ké tin cong
c6 thé an cip hay thay d6i nhitng dit liéu nhay cam nay va tién hanh hanh vi trom
cép, gian 1an thé tin dung, v.v...

22. Insufficient Transport Layer Protection (thiéu bao vé 16p van chuyén): Céc
mg dung thuong xuyén mic sai 1am trong viéc kiém tra dinh danh, ma hoa va bao vé
su tuyét mat va tinh toan ven cta nhitng thong tin nhay cam trén mang luéi lién két.
N6 thudng duge bao vé boi nhing thuat toan yéu, st dung nhitng chtrmg nhan da hét
hi¢u luc hoac khong stir dung dung cach.

23. Unvalidated Redirects and Forwards (Chuyén hudéng va chuyén tiép thiéu
tham tra): Ung dung web thuong xuyén dua nguoi dung dén nhimg lién két qua cac
website khac va sit dung nhiing thong tin thiéu tin cdy dé xac dinh dich dén. Néu
khong dugc kiém tra mot cach can thén, ké tn cong co thé loi dung dé dua nan nhéan
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dén nhimng trang web lira dao hay phan mém doc hai, hodc chuyén tiép dé truy cip
cac website trai phép.

24. Mirror : 1a moét lién két dén mot ban sao ciia nd1 dung ma ban dang noi veé, chu
yeu la luu trit trén mot may chu khac nhau dé dy phong.

RAID: 1a hinh thirc ghép nhiéu 6 dia cing vat Iy thanh mot hé thong 6 dia ctng
¢6 chuc nang gia ting téc do doc/ghi dir liéu hodc nham ting thém sy an toan cia dir
liéu chira trén hé thong dia hodc két hop ca hai yéu to trén.

Clustering: La mot kién trac nham dam bao nang cao kha ning sin sang cho hé
théng mang may tinh. Clustering cho phép sir dung nhiéu may chii két hop véi nhau
tao thanh mot cum c6 kha niang chiu dung hay chip nhan sai sét (fault - tolerant)
nhim nang cao do sin sang cua hé thong mang.

25. Trafic: Ludng dit liéu.

26. Sharing: Chia sé tai nguyén.

27. Hacker: Pugc hiéu 1a nguoi c¢6 thé viét hay chinh sira phdn mém, phan ctng
may tinh bao gom lap trinh, quan tri va bao mat. Nhitng nguoi ndy hiéu rd hoat dong
ctia hé thdng may tinh, mang may tinh va dung kién thirc ban than dé lam thay doi,
chinh stra n6 véi nhiéu muc dich tot xau khac nhau.

28. Internet: La hé théng thong tin toan cdu sir dung giao thirc Internet va tai
nguyén Internet dé cung cip cac dich vu va tmg dung khac nhau cho ngudi str dung
dich vu vién thong.
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Phu luc 3
CAC BUOC CO BAN PE XAY DUNG KHUNG QUY TRINH PAM BAO AN
TOAN, AN NINH THONG TIN CHO HE THONG THONG TIN

(Ban hanh kém theo Quyét dinh s6: 31/2013/0OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan dan tinh Thai Nguyén)

Buéc 1: Lap ké hoach bio vé an toan an ninh cho hé thong thong tin:
a) Thanh lap bg phan quan ly an toan, an ninh thong tin;

b) Xay dung dinh hudng co ban cho cong tac dam bdo an toan, an ninh thong tin,
trong do chi ro:

- Muc dich ngfm han va dai han;

- Phuong hudng va vin ban phap quy, tiéu chuan can tuan thi va tham khao;

- Uéc luong nhén lyc va kinh phi dau tu.

c) Lap ké hoach xay dung hé théng bao vé an toan, an ninh thong tin:

- X4c dinh va phan loai cac nguy co giy su ¢d an toan, an ninh thong tin;

- Ra soat va 1ap danh sach cac ddi tuong can duogc bao vé véi nhitng mo ta dﬁy du
vé: nhiém vy; chirc nang; mirc do quan trong va cac dic diém d6i tuong (Poi tuong &
day c6 thé 1a mot phan mém, cac may chu, quy trinh tac nghiép thudc co quan don
vi...);

- Xay dung phuong 4n dam bao an toan cho cac ddi tugng trong danh sach can
dugc bao vé: nguyén tic quan ly, van hanh: cic giai phap bao vé va khic phuc su
ch...

- Lién lac va hop tac chat ché Trung tam Cong nghé thong tin va Truyén thong -
S¢ Thong tin va Truyén thong ciling nhu cic co quan, tO chic nghién ctru va cung cap
dich vu toan mang;

- Lap ké hoach du tru kinh phi dau tu cho hé théng bao vé.

Buwéc 2: Xay dung hé thong bao vé an toan an ninh thong tin:

- T6 chuc doi ngili nhan vién chuyén trach, di nang luc dam bao an toan, an ninh
cho hé thong thong tin;

- X4y dyng hé théng bao vé an toan an ninh thong tin theo ké hoach.

Buéc 3: Quan Iy va van hanh hé thong bao vé ATANTT:
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- Van hanh va quan 1y chat ché trang thiét bi, phén mém theo quy dinh da dat ra;

- Khi phat hién sy c6 can nhanh chong xac dinh nguyén nhan, tim bién phéap khac
phuc va béao céo su c6 cho cac co quan chure nang;

- Cai dat day du, thuong xuyén cip nhat phan mém, cic ban va 16i theo hudng
dan cua nha cung cap, thuong xuyén thay d6i mat khau, sir dung mat khau véi do an
toan cao.

Buéc 4: Kiém tra danh gia hoat dong ciia hé thong biao vé ATANTT:

- Thuong xuyén kiém tra giam sat cac hoat dong cua h¢ théng bao v¢ an toan, an
ninh thong tin néi riéng ciing nhu toan bo hé thong thong tin nodi chung;

- Bao c4o tong két tinh hinh theo dinh ky.
Buwéc 5: Bio tri va niang cap hé thong bao vé ATANTT:

- Thuong xuyén kiém tra bao tri hé théng bao vé an toan an ninh thong tin. Can
nhanh chéng mé rong, nang cap hoic thay thé khi can thiét.



94 CONG BAO/S6 14+15/Ngay 25-12-2013

_ Phylyed
MAU BAO CAO SU CO

(Ban hanh kém theo Quyét dinh s6: 31/2013/0OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan dan tinh Thai Nguyén)

Pon Vi ...oooiieii, CONG HOA XA HOI CHU NGHIA VIET NAM
Doc lap - Tu do - Hanh phuc
Ngay ....... thang ....nam ..........
BAO CAO SU CO

1.Thong tin chung:
DPai di€n 1anh Qa0 ........oooiiiiie e
TN CO QUANI.....eiiiiieie ettt et e e e e ettt e e e e e e traeeeeeeeabaaeeeeeesnnsaaeaeeas
Email (CO qQUAN):.....iiiiiiiiie et e
Di€n thoat (CO qQUAN):......eiiieiiie e e

2. Thong tin vé sw co:

S6 lugng may chu bi su co: .......... May

Tén va churc nang chinh cua ting may chu:

Tenmay chil 1: ... .. e
H¢ diéu hanh:

O Windows Phién ban (Version):...........ccoviviiiiiiiiiiiiieninneennn.
O Linux Phién ban (Version):............coooiiiiiiiiiiiiiiiaannn..
O Ubutu Phién ban (Version):...........cooovviiiiiiiiiiiiiiannn.s
N T 4 T
L@ 111l 1 P11 .5
Thoi gian xay ra swco: .../...../..../..../ .../ (gid/phat/ngay/thang/nim)
VIO £ SO DO V& S CO: «.eoeeeeee e

Cac dich vu c6 trén May chu (Banh dau nhirng dich vu dugc st dung trén hé
thong)
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O Web server O Mail server O Database server
O FPT server O Proxy server O Application server
ODichvuKkhac, 0 1a:. ... .o e

Dja chi IP ctia hé thong:

O IP ndi bd v6i dia chi: ......... e e e
O IP ngoai vdi dia chi: ......... e e RO
Cac tén mién ciia hé thong:

Ciach thirc phat hién: (Panh d4u nhitng hinh thirc phat hién khi c6 su cd)

[0 Nguoi dung cudi bao 0 Quan tri hé thong

O Qua hé théng IDS/IPS O Kiém tra Log File

O Kiém tra dudng truyén 0 Cong ty, to chirc tur van

I KhAC, B0 . ..o,

Cac bién phap da xir 1y khi giip sw c6:

O Khong lam gi ca O Ty xt ly

O B4o céo cap trén O Yéu cau hd tro tir noi khac

00 H6 trg ttr VNCERT O Bao cdo canh sat mang

O Khac, A0 1a. ..o

Poi véi moi bién phdp, dé nghi mé td cu thé cdch thire xir 1y:

.........................................................................................................................

Tenmay chill 2: . ... e,
Hé diéu hanh:

[0 Windows Phién ban (Version):...........cooovviiiiiiiiiiiiniinnnnn.
O Linux Phién ban (Version):............ccoovviiiiiiiiiiiiiiinnnann..
O Ubutu Phién ban (Version):.........ccoccovveevveeeienniieneiannnnn,
D0 KA. ..t
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Thoi gian xay ra swcd: .../...../..../..../..../ (gid/phat/ngay/thang/ndm)
MO 8 SO DO V& SW €O ..ot

Ciac dich vu c6 trén May chi (Panh dau nhimg dich vu duoc st dung trén hé
thong)

O Web server O Mail server O Database server
O FPT server O Proxy server O Aplpication server
O Dichvukhdc, do1a:.. ...

Dia chi IP ctia hé thong:

O IP nd1i bd v6i dia chi: ......... e e P
O IP ngoai vdi dia chi: ......... e s TR
Cac tén mién ciia hé thong:

Cach thirc phat hién: (Panh diu nhitng hinh thirc phat hién khi ¢ su cd)

0 Nguoi ding cudi bao O Quan tri hé thong

O Qua hé théng IDS/IPS O Kiém tra Log File

O Kiém tra dudng truyén [0 Cong ty, to chirc tur van

O KhAC, A0 . ... oe e,

Cac bién phap da xir 1y khi giip su c6:

O Khong lam gi ca O Ty xt ly

O Bao cdo cap trén O Yéu cau hd tro tir noi khac

00 H6 trg tr VNCERT O Bao cdo canh sat mang

O Khac, A0 1. ... e
Tenmay chll 3: ... e,
Hé diéu hanh:

[0 Windows Phién ban (Version):...........cciviiiiiiiiiiiiiiiiiienns.

O Linux Phién ban (Version):............ccooviiiiiiiiiiniiiainnnann..
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O Ubutu Phién ban (Version):........ccccevveeeieniianniiniiannnnn.
0 T T
L@ 111 (o 1 P11 75 P
Thoi gian xay ra swcd: .../...../..../..../..../ (gid/phut/ngay/thang/ndm)

MO 8 SO DO V& SW €O ..ot

Cac dich vu ¢6 trén May chu (Panh diu nhiing dich vu duogc st dung trén hé
thong)

[0 Web server [0 Mail server [ Database server
O FPT server [ Proxy server [ Aplpication server
O Dichvukhac, A0 1a:. .. ...

Dja chi IP ctia hé thong:

0 IP n6i bd voi dia chi: ......... e T, T
O IP ngoai vdéi dia chi: ......... e s TR
Cac tén mién ciia hé thong:.

Cach thirc phat hién: (Panh dau nhitng hinh thirc phat hién khi ¢ su cd)

0 Nguoi dung cudi bao 0 Quan tri hé thong

O Qua hé thong IDS/IPS O Kiém tra Log File

O Kiém tra dudng truyén [0 Cong ty, to chirc tur van

O Khac, A0 1. ... e

Cic bién phap da xir ly khi gip su co:

O Khong lam gi ca O Ty xt ly
O B4o céo cap trén O Yéu cau hd tro tir noi khac
[0 HO tro tir VNCERT O Bao cao canh sat mang

O Khac, A0 1a. ...
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Phu luc 5
MAU BAO CAO TINH HINH AN TOAN, AN NINH THONG TIN

(Ban hanh kém theo Quyét dinh s6: 31/2013/OD/UBND ngay 16 thang 12 nam 2013
cua Uy ban nhan ddn tinh Thai Nguyén)

Ponvi: ..o, CONG HOA XA HOI CHU NGHIA VIET NAM
Doc 1ap - Tu do - Hanh phuc

BAO CAO TINH HINH AN TOAN, AN NINH THONG TIN

I. Panh gia hién trang va du kién

1. V& chinh sach, quan ly

Pon vi:

+ D3 xay dung ké hoach dé bao dam ATANTT cho t6 chtc?
Q ROi (dé nghi giri kém van ban) Q Chua

+ Co6 cac bién phap van hanh lién tuc va khoi phuc su cd khong?
Q Co Q Khong

+ C6 thuong xuyén cap nhat cong nghé bao dam ATANTT hay khong?
Q Co O Khong

2. Vé diu tu

Pon vi:

+ Phan trim ngan sach trong tong s6 ngan sach cho cong nghé thong tin dé dau
tu vao viéc dam bao an toan thong tin ....... %

+ D3 va dy kién dau tu vao linh vyc nao, ndm nao dudi day

Du kién nam | Mo ta noi

Linh vue 2013 20..... dung

1. Xay dung chinh sach/ huéng dan/ thi tyc | O O

2. St dung dich vu O O
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Linh vuc

2013

Du kién nam

Mo ta ni

20..... dung
3. Yéu cau tu van O O
4. Mua thiét bi an toan thong tin O O
5. Nghién ctru st dung phan mém mia| 0O O
nguén mo
6. Pao tao ngudn nhan lyc O O

+ D3 va du kién st dung nhitng cong cu nao, nam nao dé bao dam ATANTT?

Cong cu 2012 | Dukién | Mo ta ndi
20... dung

1. Cong cu diét Vi rat may tinh O O

(Anti Vi rit may tinh)

2. Mat khau O O

3. Tuong ltra O O

4. Cong cu loc thu rac O O

5. Cong cu ma hoa tép tin O O

6. Cong cu chong DDos

7. Chir ky dién tur O O

8. Mang riéng ao (VPN) O O

9. Hé thong phat hién xam nhap O O
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3. Vé tinh hinh an ninh mang va xir ly su co

+ Tong két vé cac su cd an ninh mang da xdy ra trong ndm 20... doi véi don vi.

Sw co

Don vi tinh
Dot, lin)

S6 lwong

1. Vi rat may tinh

2. Ltra d4o (Phishing)

3. Thu rac (Spam mail)

4. Spyware/ Adware

5. T4n cong tir chdi dich vu (Dos, Ddos)

6. Noi dung Website don vi bi thay do6i
(deface website)

7. Su ¢b khac:

+ Murc do thiét hai udce tinh trong nam 20... do céc su cd ATANTT gay ra.

[0 Thiét hai gian tiép: .......coovveviiieeiieeee e triéu dong
[0 Thiét hai trurc tEP: ...evneve e triéu dong
[0 Chi phi Khac phuc: .......cooveiieiieieiieeiieeee triéu dong

+ Bién phap xtr Iy da ap dung khi gip su cd.

Phwong phap

1. Khong lam gi ca

2. Tu xtt Iy

3. Bao cdo cap trén tryc ti€p

4.Yéu cau hd tro tir noi khac

5. Bao canh sat mang

6. Phuong phap khac,dola: ........................
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+ Cho biét cong viéc ma co quan da thuc hién sau khi khac phuc duoc su co
trong nam qua:

O Stra d6i chinh sach/ huéng dan/ thu tuc

[ Nang cao y thirc

O Tang cuong thiét bi

[0 Ra soat lai hé thong

L] Mo rong lai lién két v&i cac don vi hoat dong trong linh vuc an toan thong tin
O Viéc khac do 1a:

4. T chirc nhén lwre va bdi dwdng nghiép vu

+ Pon vi ¢6 bd phan phuy trach vé bao dam ATANTT khong?

O Co O Khong
+ Néu co, bd phan c6 ngudi phu trach 132
O Lanh dao co quan O Giam déc CNTT (CIO)
O Can b chuyén trach CNTT OKhac: ......ooovenvinnnnnn.
+ Néu chua co, thi don vi ¢6 du kién t6 chirc bo phan do khong?
O Co O Khong
Du kién sé& trién khai thanh 1ap vao thang ... nam ......... , voi s luong can b 1a
... nguol.

+Pon vi ¢6 nhu cau boi dudng nghiép vu ATANTT?

L] Danh cho lanh dao va can bg quan ly, ) luong du kién: ... nguoi

[0 Co ban/Nang cao vé ATANTT cho CB k¥ thuat, s6 luong: ... ngudi
O K§ ning ATANTT cho nguoi dung , S6 luong du kién: ...... nguoi

+ Pon vi da c6 du tru kinh phi cho huén luyén nghiép vu, dao tao phat trién
nguon nhéan lyc bao dam an ninh thong tin ctia don vi hay chua?

O Co O Chua

+ Néu tu danh gia, mic @0 ATANTT cta don vi trong ndm 20xx 1a:
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Kém Trung binh Tét RAt tot
Q0 Q1 Q2 Q3 Q4 Q5

IL. Y kién phan héi va gop y thém.

Chu y:

- Pién théng tin day di vao cdc cdu hoi:

- Dé lwa chon danh ddu X

- Cau hoi voi ky hiéu O truoc moi lua chon thi chi dwoc phép danh ddu mot két
qua (chon mot)

- Cdu héi véi ky hiéu O truée moi lea chon thi ¢é thé danh déau tiv khéng t6i
nhiéu két quad (chon nhiéu)

- Ky, ghi tén va dong dau day dii vao cudi bdo cdo va giri vé theo dwong cong

van cho S¢ Théng tin va Truyén théng.



