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CQNG HOA xA HQI CHU NGHiA VIl):TNAM
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Hai Phong, ngay 30 thc'mg1/;/ nam 2016

QUYETDJNH
Ban hanh Quy ch~ dam bao an to:m, an ninh thOng tin trong hOl].tdQng
ung dl}ng cong ngh~ thOng tin clla cac cooquan nba ntrO'c tren dja blm

thanh ph6 Hai PhOng

UY BAN NHAN DAN THANH PHD HAl PHONG

Can cu LUilt T6 chuc chinh quyJn aia phu:ang ngay 19/6/2015;
Can cu Lugt Ban hanh van ban quy phgm phcip lugt ngay 22/6/2015;

Can cu Lugt Cong ngh? thOng tin ngay 29/6/2006;
Can cu Lugt An toan thong tin mgng ngay 19/11/2015;

Can cu Nghi ainh sc5 64/2007/NtJ-CP ngay 10/4/2007 cua Chinh phu quy
ainh vJ u-ngd!:lngcong ngh? thOng tin trong hogt a(mg cua CO' quan nha nu:6'c;

Can cu Nghi ainh sc5 85/2016/NtJ-CP ngay 01/7/2016 cua Chlnh phu vJ
baa aam an toan h? thc5ngthOng tin thea c6p ac);

Thea aJ nghi cua Giam a6c S6' Thong tin va TruyJn thOng tgi Tit trinh s6
67/TTr-STTTTngay 31/10/2016; Baa cao thAm ainh sc5 61/BCTtJ-STP ngay
18/10/2016 cua S6' Tu:phap,

QUYETDJNH:

Di~u 1.Ban hanh kern theo Quy@tdinh nay Quy ch@dam bao an toan, an
ninh thong tin trong hOliltd(ing Ung d\ffig cong ngh~ thOng tin cua cae CO' quan nha
mrac tren dia ban thanh ph6 Hili Phong.

Di~u 2. Quy@tdinh nay co hi~u 1vc kS til' ngay 15 thang 12 nam 2016.

Di~u 3. Chanh Van phOng Uy ban nhan dan thanh ph6; Giarn d6c Sa
Thong tin va TruySn thOng; Giarn d6c Cong an thanh ph6; Thti truang cae sa,
ban, nganh; CM tich Uy ban nhan dan cae qU?n, huy~n; cae t8 chUc, eli nhan co
lien quan chiu trach nhi~m thi hanh Quy@tdinh nay.!.

NO'i nh{in:
- Van phimg Chfnh phu;
- BQ ThOng tin & Truy~n thong;
- Cvc KTVB (BQ Tu phap); .
- TITU, IT HDND TP;
- CT, cac PCT UBND TP;
- Doan D\li bi~u QH thanh ph6;
- Nhu Di~u 3;
- Sa Tu phap;
- Dai PITH HP, Bao HP, Bao ANHP;
- C6ng TTDT TP, Cong hao TP;
-Luu: VT.
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UY BAN NHAN DAN
THANH PHO HAl PHONG

CONG HOA xA HOI CHU NGHiA VIl):T NAM
D{)c I~p - TIf do - Hl}nh phuc

QUYCHE
Dam bao an toim, an ninh thOng tin trong hOl}tdi}ng u-ng dl}ng cong ngh~
thOng tin eua cae cO'quan nha nlfO'etren dia bim thanh phB Hai PhOng

(Ban himh kern thea Quyit itinh s62fjPj3120161QD-UBND ngay 301 AA12016
cua UBND thanh pM Hiii Phong)

ChlfO'ng I

QUY DJNH CHUNG

Di~u 1. Phl}m vi di~u ehinh

Quy ch~ m'ty quy dinh vS hOl;ltdQng bao dam an toan, an ninh thong tin
trong hOl;ltdQng tmg d\lI1gcong ngh~ thong tin cua cac co quan nha nucrc tren
dia ban thanh phB Hai PhOng, bao gAm:Quan Iy baodam an toi!m,an ninh thong
tin trong hOl;ltdQng tmg d\lI1gcong ngh~ thong tin; trach nhi~m bao dam an toan,
an ninh thong tin dBi v&i cac h~ th6ng thong tin va kiSm tra cong tac bao dam an
toim, an ninh thong tin trong hOl;ltdQng tmg dVng cong ngh~ thong tin.

Di~u 2. DBi tmyng ap dl}ng

1. Quy ch~ nay duqc ap d\lI1gd6i vcri cac co quan nha nucrc tren dia ban
thanh phB Hai Phong, bao gAm: Cac co quan chuyen mon thuQc Uy ban nhan
dan thanh phB, Uy ban nhan dan cac qU?n, huy~n, Uy ban nhan dan cac xi,
phuOng, thi tr&ntren dia ban thanh phB; dan vi S\l'nghi~p cong I~p tf\l'CthuQc Uy
ban nhan dan thanh phB; dan vi S\l'nghi~p cong I~p tf\l'CthuQc co quan chuyen
mon thuQc Uy ban nhan dan thanh ph6 va dan vi S\l'nghi~p cong I~p tf\l'CthuQc
Uy ban nhan dan qu~, huy~n tren dia ban thanh phB (sau day g9i t~t la co quan,
dan vD.

2. Can bQ, cong chuc, vien chuc, nguai lao dQng dang lam vi~c trong cac
ca quan, dan vi neu tl;liKhoan 1 DiSu nay ap dVng Quy ch~ nay trong vi~c v~n
hanh, khai thac h~ thBng thong tin tl;licac ca quan, dan vi va t6 chuc, ca nhan
khac co lien quan.

Di~u 3. Nguyen t~e dam bao an toan, an ninh thOng tin

Cac hOl;ltdQng tmg dVng cong ngh~ thong tin phai tuan theo nguyen t~c
bao dam an toan thOng tin duqc quy dinh tl;liDiSu 41 Nghi dinh 64/2007 IND-CP
ngay 10 thang 4 nam 2007 cua Chinh phil vS tmg dVng cong ngh~ thong tin
trong hOl;ltdQng cua co quan nha nucrc va DiSu 4 Lu~t An toan thong tin mlilllg.

Di~u 4. Giiii thieh tir ngif
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1. Cac thu~t ngu: "An toan thong tin rn1;lng","M1;Ing","H~th6ng thong
tin", "Dan vi chuyen trach v@cong ngh~ thong tin" duqc hiSu theo quy dinh cua
Lu~t An toan thong tin rn1;lngngay 19 thling 11 narn 2015; Nghi dinh s6
8512016/NI)-CP ngay 01 thang 7 nam 2016 cua Chinh phu.

2. Tuanglua la rao chfu1(phfut cling, phlln rn@rn)duqc I~p ra nh~rn kiSrn
soat nguai dung rn1;lngInternet truy nh~p vao cac thong tin khong rnong rnu6n
va nguai dung ti.rben ngoai truy nh~p trai phep thong tin trong rn1;lngnqi bq.

3. TCVN 7562:2005: Tieu chuful Vi~t Nam v@rna thl,Ic hanh quan Iy an
toan thong tin.

4. TCVN ISOIlEC 27001:2009: Tieu chuful Vi~t Narn v@H~ th6ng quan
Iy an toan thong tin.

5. TCVN 7816:2007: Tieu chuAnVi~t Nam v@Ky thu~t rn~t rna thu~t toan
rna du li~u theo chuk rna hoa nang cao.

6. Ban Chi d1;l0114: Ban Chi d1;l0Il,Icluqng phan ling nhanh v@ung pho,
xu Iy SI,Ic6 an ninh, an toan thong tin rn1;lngduqc Uy ban nhan dan thanh ph6
Hai Phong thanh I~p t1;liQuy~t dinh s6 787/QD-UBND ngay 17/4/2015.

Chtrong II

QUY DlNH DAM BAo AN ToAN, AN NINH THONG TIN

Di~u5. Di~uki~ndam bao thlfc hi~nnhi~mvI} an toan, an ninh thOng tin

I. Cac co quan, dan vi phai ph6 biSn nhUng ki~n thuc co ban v@an toan,
. an ninh thong tin cho can bq, cong chuc, vien chuc, nguai lao dqng truac khi
tham gia su d\lIlgM th6ng thong tin.

2. Cac co quan, dan vi b6 tri can bq lam cong mc chuyen trach v@cong
ngh~ thong tin phai co chuyen nganh phu hqp va duqc dao t1;l0,b6i du5ng

. chuyen mon d6i vai linh Vl,ICan toan, an ninh thong tin.

3. Xac dinh va Uti tien phiin b6 kinh phi clln thiSt cho cac h01;ltdqng lien
quan dSn vi~c bao v~ h~ th6ng thong tin, thong qua vi~c dllu tu cac thi~t bi tuang
lua, cac chuang trinh ch6ng thu rac, vi-rut may tinh tren h~ th6ng may cM, may
tr1;lrnva cac cong tac khac lien quan d~n vi~c bao dam an toan, an ninh thong tin.

4. Can bq tharn gia doan kiSrn tra cong tac dam bao an toan, an ninh thong
tin phai duqc trang bi dlly du nhUng kiSn thuc va duqc t~p hulin hang narn v@
cong tac dam bao an toan, an ninh thong tin.
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5. Cac co quan, dan vi pMi xay dIJng, ban haOOquy chS nQi bQ v€ dam
bao an toan, an niOOthong tin; phai din cu cac nQi dung cua tieu chufu1TCVN
7562:2005 va TCVN ISO 27001 :2009 d~ quy diOOro cac v~n d€ sau:

a) M\lc tieu, ph~m vi va d6i tUQ11gap d\lllg.

b) Quy diOOC\l th~ quy€n va trach OOi~mcua timg d6i tUQ11g:Lanh d~o
dan vi, Lanh d~o dp phong, can bQ chuyen trach v€ cong ngh~ thong tin va
nguai sir d\lng.

c) Quy diOOv€ dp pMt, thu hai, c~p OO~tva quim ly cac tai khoan truy
c~p vao h~ th6ng thOng tin phai dam bao ch~t che, dung quy diOOcua pMp lu~t.

d) Quy diOOv€ an toan, an ninh thOng tin trong ho~t dQng irng d\lng cong
ngh~ thOng tin cua dan vi.

d) Co chS sao luu dii li~u, co chS bao cao va ph6i hgp kh~c ph\lc SIJc6.

e) Theo doi, ki~m tra, th6ng ke, t6ng hgp, bao cao theo diOOkYva dQtxu~t.

h) T6 chuc thIJc hi~n.

6. ThIJc hi~n xac diOOdp dQ an tofm h~ th6ng thOng tin theo quy diOOt~i
Di€u 14 Nghi diOOs6 85120 16/ND-CP ngay 01 thing 7 nam 2016 cua ChiOOphu
v€ bao dam an toan h~ th6ng thOng tin thea dp dQ.

f)i~u 6. Trang thi~t bi va hI}.tAng cong ngh~ thOng tin

1. Phong may chU:

a) Cac thiSt bi m~g quan tn;mg nhu tuang lira, thiSt bi dinh tUYSn,h~
th6ng may chu va cac trang thiSt bi m~ng phai duQ'cd~t trong phong may chUva
co cac bi~n pMp bao v~, ngiln ch~ xam OO~ptrai phep vao phOng may chu;
phai co h~ th6ng luu di~n du cong su~t va duy tri duQ'Cthai gian ho~t dQng cua
cac may chU t6i thi~u 30 phut khi xay ra SIJc6 m~t di~n. Trong truang hgp do
yeu d.u b~t bUQcthi phai l~p d~t may phat di~n d~ dam bao h~ th6ng thiSt bi va
may chu duQ'cduy tri lien t\lc.

b) Chi OOilngngum co trach OOi~mtheo quy diOOcua ThU tru<'mgco quan
mai duQ'cphep vao phong may chu; qua triOOvao, ra phong may chu phai duQ'c
ghi oo~vao OO~tky quan ly phong may chu.

c) B6 tri can bQ co ning llJCchuyen mon cao d~ quan ly, v~n hanh phong
may chUva duy tri chS dQtfI,ICphu hgp d~ bao dam an toan thOng tin m~ng.

2. May chu: C~u Woo may cM phai du m~OOd~ dap irng cong vi~c. May
chU cua cac co quan, dan vi chi dung d~ tri~n khai phful m€m h~ th6ng, cac dii
li~u luu trii cful thiSt va cac phful m€m ch6ng vi-rut.
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3. ThiSt bi ch5ng set, phong chay, chUa chily: Cac CO' quan, dan vi phai
I~p d~t thiSt bi ch5ng set, trang bi thiSt bi phong chay, chua chay cho phOng may
chli theo quy dinh philp lu~t.

4. ThiSt bi chuySn mll-ch:ThiSt hi chuySn mll-chmll-ngtin hQc clia cac Co'

quan phai dam bao kha nang cung dp cac chuc nang quan tri nli~m tang wOng
dQ an toan va bao m~t cho h~ th5ng mll-ngnhu: Cung dp khil nang tiTch5i cac
kSt n5i khong mong mu5n hay trai phep vao h~ th5ng va kh5ng chS s5 lugng kSt
n5i vao h~ th5ng m~g nQi bQthOng qua thiSt bi chuySn mll-ch.Phai co it nh~t 0 I
thiSt bi chuySn mll-chh6 trq dinh tuYSn cho m6i mll-ngnQi bQ, h6 trq chuc nang
di@ukhiSn troy c~p, chUc nang xac th\lC thiSt bi, xac th\lc nguai sli d1,ingva chuc
nang bao m~t qmi.ntri m~g.

5. TUOng Ilia: Cac Co' quan, dan vi pMi xay d\lrrg tuOng Ilia dam bao cac
yeu c~u g6m kha nang xli Iy duQ'c s5 lugng kSt n5i d6ng thm cao va chiu duQ'c
thong luqng cao, h6 trQ'cac cong ngh~ m~g rieng ao thong d1,ingva co kha nang
rna hoa du li~u, cung c~p d~y dli cac CO' chS bao m~t CO' ban, quan Iy lu6ng du li~u
ra, vao va co kha nang bao v~ h~ th5ng truoc cac IOll-icin cong tiTch5i dich V1,l.

f).A 7 Q ~. h A • t' hA A • dleu . uy u!n ve quan r! P an mem \fOg ,mg

Trong qua trinh d~u tu, thiSt kS, xay d\lrrg, nang dp cac ph~n m@mh~
th5ng, cac ph~ m@mtrng d\lIlg dUng chung trong cac CO' quan nha nuac phai
dap trng yeu cau quan tri, v~ hanh dam bao an toan, an ninh thong tin mll-ng.

1. Quan Iy tai nguyen: Can bQ quan tri m~g co trach nhi~m kiSm tra,
giam sat chuc nang chia se thong tin; t6 chuc dp phat tai nguyen tren may chli
theo danh m\lc thu m\lc cho tirng phOnglban; khuySn cao nguai dung can nh~c
vi~c chia se tai nguyen C\lCbQtren may dang sli d\lIlg, tuy~t d5i khong duqc chia
se toan bQ6 ctrng. Khi th\lC hi~n chia se tai nguyen tren may cM ho~c tren may
C\lCbQphai sli d\lng m~t khAu dS bao v~ thong tin.

2. Quan Iy dang nh~p h~ th5ng: Cac h~ th5ng thOng tin c~ gioi hll-ns5 I~
dang nh~p vao h~ th5ng. H~ th5ng 1\1' dQng khoa tal khoan ho~c co I~p tai khoan
J<!1ilien t1,Icdang nh~p sai WQ't qua s5 I~ quy dinh. T6 chuc theo doi, giam sat
tat ca cac phuang ti~n dang nh~p tiTxa.

3. Quan Iy tai khoan, dinh danh nguai dung trongcac h~ th5ng thong tin,
bao g6m: tll-Omai, kich hOll-t,slia d6i va IOll-ib6 cac tai khoan, d6ng thai t6 chuc
kiSm tra cac tai khoan clia h~ th5ng thong tin it nh~t 6 thang/I~n thong qua cac
cong C\l elia h~ th5ng. Hliy tai khoan, quy@ntroy c~p va thu h6i cac thiSt bi lien
quan tai h~ thBng (thiSt bi lUll tm khoa, the nh~n d~g) d5i vai can bQ, cong
chUc, vien chUc da chuySn cong tac ho~c nghi vi~c.

4. Quan Iy nh~t kY: H~ thBng thong tin phai ghi nh~ cac S\l ki~n nhu:
Qua trinh dang nh~p vao h~ thBng, cac thao tac du hinh h~ thBng. ThUOng
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xuyen ki~m tra, sao hm cae nh~t ky truy nh~p theo tirng thang d~ luu v~t theo
dai, xae dinh nhiing Sl,Iki~n da xay ra ella h~ th6ng va h;;meh~ vi~e tran ban ghi
nh~t ky gay anh huang d~n ho?t dQng ella h~ th6ng.

5. Quan ly cM d~t: Cac phful mSm duqc cai d~t tren may eM phl,le Vl,l
eong tae ehuyen mon nghi~p Vl,I, diSu hanh phai co k~ ho?ch duqe lanh d?o ca
quan, don vi phS duy~t. Can bQ, eong chue, vien ehlre khong duqe tl,Iy eai d~t
them ph~n m@mkhae tren may tinh ea nhan nh~m tranh Sl,Ilay Ian ella vi-rut.
Can bQ chuyen traeh eong ngh~ thong tin co trach nhi~m ki~m tra, cai d~t va
ehiu traeh nhi~m v@mue dQ an toan, bao m~t cae ph~n m@mung dl,lng phl,leVl,l
eong tac ehuyen nganh t?i cae may tinh eong Vl,lclla can bQ, eong ehue, vien
ehlrc. Cae ph~n m@meai d~t tren may eM phai co ban quy@n,khong eai d~t cae
ph~n m@mkhong ra ngu6n gBe vao may eM d~ phong lay nhi€m rna dQe.

6. Xung dQt phful m@m:Trong qua trinh thi~t k~, nang dp cae phAn m@m
ehuyen nganh phai dam bao tuong thich va tich hqp duqe vai cae phAn m@m
dung chung dam bao tranh duqe cae xung dQtva gay m~t an toan thong tin.

DiSu 8. PhOng ch8ng rna dQc,vi-rut, th cong m~ng

1. T~t eli eac may tr?m, may eM, eac thi~t bi eong ngh~ thOng tin trong
m;;mgva h~ thBng thong tin phai duqc cm d~t ph~n m@meh6ng rna dQe, vi-rut pM
hqp. Cac phful m@mphong ch6ng rna dQe, vi-rut phai duqe thi~t I~p eh~ dQ tl,I
dQng e~p nh~t; eh~ dQtl,IdQng quet rna dQc,vi-rut khi sao ehep, rna cae t~p tin.

2. Cae can bQ, eong ehue, vien chuc va nguai lao dQng trong ca quan phai
duqe huang dan vS phong ehBng rna dQe, eac rui ro do rna dQe gay ra; khong
duqe tl,Iy cai d~t ho~c go bi'>cae ph~n m@mtren may tr?m khi chua co S\l'd6ng y
ella nguai co th~m quy@ntheo quy dinh ella ca quan.

3. T~t ea cae may tinh ella don vi phai duqe du hinh nhk vo hi~u hoa
tinh nang tl,IdQng thl,Iethi cac t~p tin tren cae thi~t bi luu tm di dQng.

4. T~t ca cae t~p tin, thu mvc phai duqc quet rna dQe truae khi sao ehep,
sir dVng.

5. Khi phat hi~n ra b~t ky d~u hi~u nao lien quan d~n vi~c bi nhi€m rna
dQe, vi-rut tren may cM, may tr?m, thi~t bi eong ngh~ thong tin (nhu: may ho?t
dQng eh~ b~t thuang, eanh bao tir phful m@mphOng eh6ng rna dQe, m~t du
Ii~u, nhiing dAu hi~u sai khac b~t thuang) nguai sir dl,lng phai t~t may va bao
trl,ICtiBp cho bQph~ co traeh nhi~m ella don vi d~ xir Iy.

DiSu 9. Bao v~ thOngtin trong ho~tdQngung dl}ng cong ngh~thong tin.

1. M6i co quan, don vi da neu t?i DiSu 2 ella Quy eh~ nay phai trang bi it
nh~t 01 may tinh, 01 may in, 01 may My tai li~u, khong k~t n6i vai cae thi~t bi
co kha nang phlit tan thong tin ra ben ngoai, khong k~t n6i vai cae thi~t bi luu
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tru du li~u ben ngoai nh~m ph\lc V\l cho cong tac so~n thao, luu tru va huy van
ban co nQi dung thuQc danh m\lc bi m~t nha nuac.

2. Khong duqc phep ch\lp hinh, ghi fun, ghi hinh nhiing cUQc h9P, hQi
nghi, hQi thao, ~p hufut co quy dinh khong duqc su d\lng cac thi~t bi di~n tu.

3. Cac thi@tbi cong ngh~ thong tin, ph&n m@mluu trii du li~u thuQc danh
m\lc bi m~t nha nuac duqc mua sll.mmai phai dam bao hang chinh hang, xu~t xu
r5 rang, co ban quy@nph&nm@m,co bao hanh til 12 thang tra len. Khi nh~n.ban
giao thi@tbi mua mai ho~c thi@tbi sau sua chUa, phai ki~m tra d&ydu cac thOng
s6 kY thu~t, ra quet d@phong S\l xam nh~p cua cac ph&nm@mgian dWp ho~c co
gll.nrna dQc.

4. Khi sua chua, khll.c ph\lc cac S\l c6 cua may tinh dung so~n thao van
ban m~t, cac thi@tbi, ph&nm@mluu trii thong tin co dQm~t, phai bao cao cho ca
quan co thfun quy@n.Khong duqc cho phep cac t6 chuc, don vi ho~c nguai
khong co trach nhi~m trvc ti@psua chua, xu ly, khll.cph\lc S\l c6.

5. Truac khi thanh ly ho~c di@uchuy~n cac may tinh, thi~t bi luu trii
khong con nhu C&Usu d\lng trong cac co quan nha nuac, phai dung cac bi~n
phap ky thu~t ki~m tra, sao luu, xoa bOvinh viSn du li~u trong thi@tbi luu trii, 6
cu-ngmay tinh, trcinh lQ19t thong tin.

Di~u 10. Quan Jy, v~n hanh h~ th&ng thOng tin cua ooonvi
1. H~ th6ng thong tin eua cae co quan, don vi phai co co eh~ sao luu dfr

li~u a mue h~ th6ng, dfr li~u cua cae u-ng d\lng, du li~u ella nguai su d\lng; ca
eh@sao luu dfr li~u phai duqe th\le hi~n thuang xuyen; thi@tbi luu tru du li~u
duqe sao luu phai dam bao yeu C&UkYthu~t; dfr li~u duqc sao luu phai dam bao
tinh sful sang va toan v~n dap u-ngyeu e&uph\lc hai du li~u eho h~ th6ng thOng
tin ho~t dQng binh thuang khi co S\l e6 xay ra.

2. H~ th6ng thOng tin ella cae co quan, dan vi phai duqe tri~n khai co eh@
bilO m~t, an toan thong tin bfug cae thi~t bi ph&n eu-ng va ph&n m@mphu hqp
vai quy mo ella don vi.

3. H~ th6ng thong tin ella don vi phai duqc tri~n khai ehue nang giam sat
truy e~p til ngoai VaGh~ th6ng, til h~ th6ng gui ra ben ngoai; ghi l~i nh~t ky
ra/vao h~ th6ng d~ pI1\1eV\I eong tae khll.eph\le S\l e6, di@utra, phan tich va lam
r5 cae nguy co gay ra m~t an toan, an ninh thong tin; ehue nang khong eho
nguai dung truy e~p mQt s6 trang thOng tin di~n tu khong phil hqp vai quy dinh
hi~n hanh.

4. H~ th6ng ~~n~ khong day eua cae co quan, don vi phai duqe thi@tl~p
khoa khi truy e~p toi thieu theo tieu ehufut Vi~t Nam TCVN 7816:2007.
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5. M?I1g rieng ao cua cac co quan, dan vi kSt n6i dS truy c~p VaGh~ th6ng
thong tin phai duQ'cbao m~t; quan Iy va kiSm soat ch(it che cac kSt n6i; hily b6
kSt n6i khi khong con su d\lng.

6. T&tca cac tai khoan truy c~p VaGh~ th6ng may chu, thiSt bi m(lng, may
tinh, cac l'rng d\lllg phai duQ'c thiSt I~p m~t khftu; m~t khfiu phai duQ'c d(it a muc
bao m~t cao (s6 Iuqng kY tg va nQi dung cua m~t khftu); m~t khftu co t6i thiSu 6
ky tg bao g6m chfr hoa, chfr thuOng, chfr s6 va ky tl,ld(ic bi~t; phai thuOng xuyen
thay d6i m~t khfiu vai tAn su&tpM hqp; danh sach tai khoan phai duQ'cquan Iy,
kiSm tra va c~p nh~t kip thai; quy@ntruy c~p cua tai kho{m phai duQ'c thiSt I~p
phu hqp cho timg d6i tuqng.

7. Vi~c di chuYSn thiSt bi cong ngM thong tin tir noi nay dSn noi khac
phai co sg d6ng y cua llinh d~o va giam sat ch(it che vi~c dam bao an toan an
ninh thong tin. Tranh hOng hoc m&tmat thiSt bi va cac dfr Ii~u.

8. Vi~c t(io I~p, xu Iy va hily b6 dfr li~u cAnduQ'c kiSm tra, giam sat ch(it
cM, dam bao tinh toan vyn, dfr Ii~u quan trQng khong bi th&tthoat ra ngoai ho(ic
t(lOI~p khong dAyduo

Di~u11. Can hI}chuyen trach v~ dIng ngh~thOng tin

1. DuQ'c dam bao di@uki~n v@dao t(lO,b6i duong, hQc t~p, nghien CUll,

tiSp thu kiSn thuc, ky thu~t va cong ngh~ mai d6i vai linh vgc an toan, an ninh
thong tin.

2. Quan Iy ch(it cM vi~c di chuySn cac trang thiSt bi cong ngh~ thong tin
luu trfr cac thong tin thuQc danh m\lC bi m~t nha nuac.

3. Thgc hi~n c&pphat, thu h6i, c~p nh~t va quan Iy t&t ca cac tai khoan
troy c~p VaGh~ th6ng thong tin cua dan vi; huang d~n nguai su d\lng thay d6i
m~t khfiu ngay sau khi dang nh~p IAndAu tien; bao v~ thong tin cua tai khoan
theo quy dinh.

4. TriSn khai ap d\lng cac giai phap t6ng thS dam bao an toan, an ninh
thOng tin m~ng trong toan h~ th6ng; triSn khai cac giai phap ky thu~t phOng
ch6ng vi-rut, mli dQch~i, thu rac cho h~ th6ng va may tinh ca nhan; kiSm soat va
co giai phap ky thu~t ch6ng truy c~p trai phep VaGh~ th6ng thong tin.

5. ThuOng xuyen c~p nh~t cac ban va 16i d6i vai M th6ng, c~p nh~t cac
phien ban mai d6i vai chuang trinh ch6ng vi-rut.

6. ThuOng xuyen sao luu dfr li~u theo quy dinh; kiSm tra dfr Ii~u sao luu
phai dam bao tinh sful sang, tin c~y va toan vyn.

7. ThuOng xuyen thgc hi~n phan tich, danh gia va bao cao cac rui ro va
nguy co gay m&t an toan, an ninh thong tin d6i vai h~ th6ng thong tin cua dan
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vi; nguyen nhan gay ra cac nii ro va nguy co gay m~t an toan, an ninh thong tin
m~ng bao gam: Hi~n tuqng t\l' nhien (nhi~t dQ, khong khi, mua bao, set), truy
c~p trai phep, vi-nit, c6 'I lam thay d6i thOng s6 c~u hinh h~ th6ng va pha huy dfr
li~u. Dang thai tham mUll va xay d\rI1gphuang an h~ ch~, kh~c ph\lc cac nii ro
va nguy co co thB xay ra.

8. KiBm soat ch~t che cai d~t phfrn mSm vao may tr~m va may chu.

Di~u 12. Quan Iy S,! e8

1. Phan lo~i muc dQnghiem trQrig cua cae S\l'c6, bao gam:

a) Th~p: S\I' c6 gay anh huang ca nhan va khong lam gian do~n hay dinh
tr~ ho~t dQng chinh cua ca quan;

b) Trung binh: S\I' c6 anh huang db mQt nhom nguai dung nhung khong
gay gian do~ hay dinh tr~ ho~t dQng chinh cua co quan;

c) Cao: S\I' c61am cho thi~t bi, phfrn mSm hay h~ th6ng khong thBSlrd\lng
duqc va gay anh huang d~n mQt trong cac ho~t dQng chinh cua ca quan;

d) KhAn dp: S\I' c6 anh huang d~n S\l'lien t\lC cua nhiSu ho~t dQng chinh
cuaco quan.

2. Khi co S\l' c6 ho~c nguy ca m5.t an toan thong tin thi lanh dan vi
phai chi d~o kip thai dB kh~c ph\lc va h~n ch~ thi~t h~i, bao cao cho ca quan
dp tren tr\l'c ti~p quan 1'1va So ThOng tin va TruySn thong.

3. Truang hqp co S\l'c6 nghiem trQng a muc dQ cao, kh&ndp ho?c vuqt
qua kha nang kh~c ph\lc cua dan vi, lanh d~o dan vi phai bao cao ngay cho co
quan dp tren quan 1'1tf\l'Cti~p va So Thong tin va TruySn thong dBduqc huang
dful, h5 trq.

Di~u 13. Cae hllDb vi bi nghiem dm

Cac hanh vi bi nghiem c5.m tuan theo quy dinh t~i DiSu 12 va Khoan 2
DiSu 72 Lu~t Cong ngh~ thong tin, DiSu 8 Lu~t An toan thong tin m\lng va cac
quy djnh phap lu~t hi~n hanh khac co lien quan.

Chlf01lg III

TRAcH NHltM DAM BAo AN ToAN, AN NINH THONG TIN ~NG

Di~u 14. Traeb nhi~m eua SO'ThOng tin va Truy~n thong

1: Tham mUll giup Uy ban nhan dan thanh ph6 th\l'c hi~n quim 1'1nha
nuac ve an toan, an ninh thong tin trong hO\lt dQng lIng d\lTIgcong ngh~ thong
tin cua cac ea quan nha nuac tren dia ban thanh ph6.
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2. Thvc hi~n cong tac tham muu Uy ban nhan dan thanh ph5 ban hanh:

a) Van ban chi <40, dSan, k@ho~h nhfun dam bao an toan, an ninh thong tin.

b) Xay dvng tieu chul1n dlinh gia muc dQ an toan, an ninh thong tin d5i
vcri h~ th5ng thong tin cua cac ca quan, dan vi tren dia ban thanh ph5.

c) Xay dvng danh m\lCcac lo?i phc1nmSm dugc phep triSn khai cai d?t t?i
Trung tam dti li~u di~n tu dS dam bl'lOsu d\lng hi~u qua h? tc1ngdung chung va
ca sa dti li~u ~p trung; Danh m\lC cac phc1nmSm chuyen nganh, phc1nmSm
thuang m?i dugc phep cai d?t tren may tinh cua can bQ, cong chirc, vien chirc dS
dam bao an toan, an ninh thong tin va ti@tki~m ngan sach nha nucrc.

d) Xay dvng danh m\lC cac phc1nmSm b~t bUQcv~n hanh trong h~ th5ng
m?ng truySn s5 li~u chuyen dUng cua thanh ph5 va danh m\lC nhting phcln mSm
co thS triSn khai tren h~ th5ng m?llg Internet.

d) Thanh I~pDoan kiSm tra lien nganh vS dam bao an toan, an ninh thong tin
m?llg trong ho?t dQng ling d\lng cong ngh~ thOng tin trong cac ca quan nha nucrc
do Sa Thong tin va TruySn thong chu tri ph5i hgp vm cac co quan lien quan.

3. Himg nam, t6 chuc dao t?O chuyen sau vS an toan, an ninh thong tin
m?ng cho Ivc lugng dam bao an toan, an ninh thong tin m?ng cua cac ca quan,
dan vi.

4. Thvc hi~n nhi~m V\l canh bao vS nguy ca ho?c sv c5 mit an toan, an
ninh thOng tin.

5. T6 chirc HQi nghi, HQi thao chuyen dS vS an toan, an ninh thOng tin.

6. Phdi hgp vm Trung tam (rng coo khl1ndp may tinh Vi~t Nam va cac dan
vi co lien quan trong thvc hi~n nhi~m V\l dam bao an toan, an ninh thong tin m?llg.

7. Phdi hgp vcri Cong an thanh phd, Ban chi d?o 114 va cac co quan, dan
vi co lien quan t6 chuc doan ki@mtra vS an toan, an ninh thOng tin m?ng dS kip
thai phat hi~n, xu I;' cac hanh vi vi ph?ffi theo quy dinh cua phap lu~t; kiSm tra
trang thi@tbi va h? tc1ngcong ngh~ thong tin cua cac ca quan, dan vi.

8. CM dQng hu6ng d~n cac co quan, dan vi xay dVng quy ch@nQi bQ, he;
trg ky thu~t, nQi dung, thai gian bao cao cong tac dam bao an toan, an ninh
thOng tin.

9. T6ng hgp bao cao va thong bao vS tinh hinh an toan, an ninh thong tin
m?ng theo dinh ky cho BQ Thong tin va TruySn thong, Uy ban nhan dan thanh
ph5 va cac co quan, daD.vi co lien quan.

10.T6 chirc thvc hi~n vi~c ti@pnh~ va xu I;' cac sv c5 vS an toan thong tin.
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11. Giai quySt cac vAn dS lien quan ky thu~t dam bao kha nang tich hgp
cac phful mSm dung chung VaGh~ th6ng thong tin cua thanh ph6.

12. Chi dl;lOTrung tam Thong tin va TruySn thong dam bao ky thu~t, t6
cMc th\lc hi~n cac bi~n pbap bao dam an toan, an ninh thOng tin tren ml;lngmay
tinh cua cac CCJquan nha nuac tren dia ban thanh ph6; h6 trg ky thu~t cho cac
dan vi trong vi~c ngan ch~, phong ngua va kh~c phvc S\l c6 lien quan dSn an
to!'m,an ninh thOng tin tren ml;lngmay tinh.

13. Hfulg nam, Sa Thong tin va TruySn thong d\la tren kSt qua kiSm tra,
danh gia, bao cao cong tac an toan, an ninh thong tin cua cac co quan, dan vi, dS
xuAt xac I~p bang xSp hl;lllgan toan, an ninh thong tin; tren co sa do, bao cao dS
xuAtChu tich Uy ban nhan dan thanh ph6 xem xet khen thuang cho cac ca nhan,
dan vi co thanh tich dam bao an toan, an ninh thong tin trong hOl;ltdi)ng tmg
dvng cong ngh~ thong tin theo quy dinh hi~n hanh.

Di~u 15. Traeh nhi~m eua Cong an thanh ph&,Ban chi d~o114

1. CM tn, ph6i hgp vai Sa ThOng tin va TruySn thOng va cac co quan,
dan vi co lien quan xay d\lllg kS hOl;lchva chiu trach nhi~m quan Iy, kiSm soM,
phOng ngua, dAu tranh, ngan ch~n cac IOl;liti)i phl;lmIgi dVng h~ th6ng thong tin
gay phuang hl;lidSn an toan, an ninh thong tin ml;lngtrong C(Jquan nha nuac.

2. Chu tri, ph6i hgp vai Sa Thong tin va TruySn thOng va cac co quan,
dan vi co lien quan t6 cMc Doan kiSm tra vS an toan, an ninh thOng tin ml;lngdS
kip thai phM hi~n, xu Iy cac hanh vi vi phl;lffitheo quy dinh cua pbap lu~t; kiSm
tra trang thiSt bi va h{ltfulg cong ngh~ thOng tin cua cac co quan, dan vi. Truang
hgp d~c bi~t phuc t{lp, cAnph6i hgp vai Cvc nghi~p vv Hi) Cong an dS dam bao
an ninh, an toan thong tin cho h{ltfulg cong ngh~ thong tin cua cac co quan, dan
vi thanh ph6.

3. Tang cuang cong tac tuyen truySn, ph6 biSn phap lu~t; t6 chuc phong
ngua, phM hi~n, dAu tranh va xu Iy nghiem cac hOl;ltdi)ng xam hl;lidSn an toan,
an ninh thong tin.

4. £>iSutra va xu Iy cac truang hgp vi phl;lmphap lu~t vS linh V\lCan toan,
an ninh thOng tin m{lng theo thfun quySn.

5., Th\lc hi~n nhi~m vv bao v~ an toan cac cong trinh quan tr9ng vS an
ninh quoc gia tren linh V\lCcong ngh~ thong tin. .

Di~u 16. Traeh nhi~m eua SO'NQi vI}, SO'Tai ehfnh

Sa NQi vv t6ng hgp kS hOl;lChdao tl;lo,b6i duang kiSn thuc, nghi~p vv an
toan thong tin cho can bi), cong chuc, vien chuc trong hOl;ltdi)ng ung dVng cong
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ngh~ thong tin hang nam cua Sa Thong tin va TruySn thong va cac ca quan, dan
vi co lien quan trinh Uy ban nhan dan tMnh ph6 ban hanh.

Sa Tai chinh chu tri, ph6i hgp vm Sa Thong tin va TruySnthong, Cong an
thanh ph6, Ban chi d~o 114va cac co qUan,dan vi co lien quan trong vi~c b6 trf
kinh phi th\fc hi~nnhi~mV\lbilO dam an toan, an ninh thong tin theo quy dinh.

f)i~u 17. Traeh nhi~m ella cae eO'quan, dO'n vi

1.Trach nhi~mcua thu truang cac co quan, dan vi:

a) Thu truang co quan chuyen mon thu9CUy ban nhan dan thanh ph6
chiu trach nhi~m truac Uy ban nhan dan thanh ph6 trong cong tac dam bao an
toim, an ninh thong tin d6i vai toan b9M th6ng thong tin cua dan vi minh va
cac dan vi S\fnghi~p cong l~p trvc thu9c (n~u co);

b) CM tich Uy ban nhan dan dp huy~n tren dia ban tMnh ph6 chiu trach
nhi~m truac Uy ban nhan dan thanh ph6 trong cong tac dam bao an toan, an
ninh thong tin d6i vai toan b9 h~ th6ng thong tin cua dan vi minh va cac Uy ban
nhan dan dp xa thu9Cph~m vi quan ly, dan vi S\fnghi~p cong l~p tr\fCthu9c
(n~uco);

c) CM tich Uy ban nhan dan dp xa chiu tflich nhi~m truac Uy ban nhan
dan dp huy~n trong cong tac dam bao an toan, an ninh thong tin d6i vai toan b9
h~th6ng thong tin cua dan vi minh;

d) TM truang dan vi S\fnghi~p cong l~p chiu trach nhi~m truac co quan
cM quan trong cong tac dam bao an toan, an ninh thong tin d6i vai toan b9M
th6ng thong tin cua dan vi minh.

2. Th\fc hi~n va chi d~o can b9, cong chuc, vien chuc, ngueri lao d9ng
thuQcthAmquySnquan ly th\fc hi~nnghiem tuc Quy ch~nay.

3. T~o diSuki~n thu~ 19icho can b9 chuyen trach vS cong ngh~ thong tin
dUQ"cdao t~o,b6i dUOngchuyenmon trong IInhvvc an toan, an ninh thong tinm~g.

4. Quan tam dAutu cac thi~t bi phk Ctrng,phAnmSm lien quan d~n cong
tac dam bao an toan, an ninh thong tin; xay dvng va ban hanh quy ch~ dam bao
an toan choM th6ng thong tin cua dan vi minh quan ly.

s. B6 trf kinh phi va cac ngu6n l\fc cho dao t~o, t~p huan, mua s~m, sua
chUa,thay th~ vS ca sa v~t chat, trang thi~t bi cong ngh~ thong tin va phAnmSm
di~tvi-rut co ban quySnt~i dan vi.

6. Khi co S\fc6 ho~cnguy co mat an toan, an ninh thong tin m~ngpMi chi
d~o kh~c ph\lc S\fc6 kip thai, h~n ch~ thap nhat muc thi~t h~i co thS xay ra, Uti
tien su d\lllg l\fc luqng kg thu~t t~i chBcua dan vi minh, d6ng thai l~p bien ban
va blio cao bfulgvan ban cho co quan co lien quan; Ph6i hgp, cung cap thong tin
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va t~o diSu ki~n cho cac dan vi co thfun quySn tri~n khai cong tac ki@mtra kh&c
ph\lc sg c6 xay ra mQt cach kip thai, nhanh chong va d~t hi~u qua.

7. T8 chUc ki~m tra an ninh, an toan cac thi€t bi, ph~n mSm h~ th6ng,
ph~n mSm tmg d\lng truac khi dua vao su d\lng t~i cac bQ ph?n quan tr9ng, C(J

m?t, nO'ichUa dl,l'hgbi m?t nha nuac, bi m?t nQi bQ thuQc cO'quan, dan vi. Cac
thi@tbi, ph~n mSm do t8 chuc ca nhan, nuac ngoai tai trg phai dugc ki~m dinh
an toan truac khi su d\lng.

8. Khi xay dl,l'ngcac dg an, cong trinh cong ngh~ thong tin, cac C(J quan,
dan vi phai glii thi€t k@ky thu~t xin y ki@ntham v~n cua Sa Thong tin va
TruySn thong vS cong mc dam bao an toan, an ninh thong tin.

9. Phai hgp vai Cong an thanh ph6, Sa Thong tin va TruySn thong va cac
cO'quan chuc nang tang wang cong mc dam bao an toan, an ninh thong tin;
thuang xuyen tuyen truySn, ph8 bi@ncho can bQ, cong chuc, vien chuc, nguai
lao dQng hi~u ra tfun quan tr9ng vS dam bao an toan, an ninh thong tin trong
ho~t dQng tmg d\lng c6ng ngh~ thOng tin cua dan vi.

Di€u 18. Trach nhi~m cua can bi}, cong chac, vienchu'c t~i cac coo
quan, iJO'R vi

1. Trach nhi~m cua can b(l chuyen trach cong ngh~ thong tin:

a) Chiu trach nhi~m tri~n khai cac bi~n phap quan Iy v~n hanh, quan Iy ky
thu~t va tham muu xay dl,l'ngcac quy dinh vS dam bao an toan, an ninh thong tin
m~ng cho ho~t dQng tmg d\lng cong ngh~ thong tin cua dan vi minh dung theo
n(li dung Quy ch€ nay.

b) Chu dQng ph6i hgp vai ca nhan, dan vi co lien quan trong vi~c ki~m
tra, phat hi~n va kh~c ph\lc sg c6 vS an toan, an ninh thong tin; tuan thu theo sg
huang dful ky thu~t cua Sa Thong tin va TruySn thOng trong qua trinh kh~c ph\lc
sg c6 vS an toan, an ninh thong tin.

c) Thuang xuyen c~p nh~t, nang cao ki€n thuc, trinh dQ chuyen mon dap
tmg yeu du dam bao an toan thong tin cua dan vi. -

- 2. Trach nhi~m cua can bQ, cong chuc, vien chuc tham gia su d\lng va
khai thac h~ th6ng thong tin:

a) Nghiem ruc th\lC hi~n cac nQi quy, quy ch€, quy trinh nQi bQ vS dam
bao an toan, an ninh thong tin m~g cua dan vi cling nhu cac quy dinh khac cua
phap lu?t vS nQi dung nay.

b) Khi phat hi~n nguy C(J ho~c sg c6 m~t an toan, an ninh thong tin phai
b~o cao kip thai cho can bQ chuyen trach cong ngh~ thong tin cua dan vi minh
de kip thai ngan ch~n va xu Iy.
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c) Nang cao y thuc canh giac va trach nhi~m vS an toan, an ninh thong tin.

d) Tham gia cac chuong trinh dao t~o, hQi nghi vS an toan, an ninh thong
tin do C(J quan co thfun quySn ta chuc.

Di~u 19. Traeh nhi~m eua cae doanh nghi~p eung cAp h~ tfing m~ng
va djeh V\I Internet.

Cac doanh nghi~p cung c~p h~ tAng m~ng vi@nthong va dich V1) internet
pMi thiSt I~p dAu m6i lien I~c d~ ph6i hqp va tuan thU vi~c diSu ph6i Clla co
quan ehuc nling va tham gia vao cong tae ling cUu, kh~c ph\lc SI! e6 cho h~
th6ng thong tin quan tr9ng ella thanh ph6.

ChlfO'ngIV
KrEM TRA CONG TAc DAM BAO AN ToAN, AN NINH

A

THONG TIN M~NG

Di~u 20. Traeh nhi~m va ph8i hqp trong eong tae ki~m tra

1. Sa ThOng tin va TruySn thong ph6i hqp vai Cong an thanh ph6, Ban
Chi d~o 114 va cac don vi co lien quan tham muu cho Uy ban nhan dan tMnh
ph6 ta chue ki~m tra cong tac dam bao an toan, an ninh thong tin dinh ky hang
nlim d6i vai cac C(J quan, don vi tren dia ban thanh ph6.

2. Cong an thanh ph6 cli can bQph6i hgp, tham gia doan ki~m tra, danh
gia cong tac dam bao an toan, an ninh thong tin trong ho~t dQng ling d\lng cong
ngh~ thong tin clla cac C(J quan, don vi; diSu tra va xli Iy cac truang hgp vi ph~m
cac quy dinh vS an toan, an ninh thong tin m~ng theo thfun quySn.

"
3. Cac C(J quan, dan vi iienquan duqc mai tham gia doan ki~m tra: Cli .

can bQco chuyen mon vS cong ngh~ thong tin tham gia doan ki~m tra; ph6i hgp
vai doan ki~m tra xay d\l"ilgcac tiSu chi va quy trinh ky thu~t kiSm tra cong tac
dam bao an toan, an ninh thong tin.

4. Cong an thanh ph6, Ban Chi d~o 114 tiSn Mnh kiSm tra dQtxu~t cae co
quan, don vi khi phat hi~n co d~u hi~u vi ph~ phap lu~t vS an toan, an ninh
~tin~~~~~~~~~~_~~~
phap lu~t.

5. D6i vai vi~c ki~m tra dinh ky, Doan ki~m tra co tnich nhi~m thOng bao
thai gian, dia diSm, nQi dung va thanh phAn cho don vi duqc kiSm tra biSt truac
it nh~t 05 ngay d~ chuan bi.

6. Don vi duqc kiSm tra:

a) ChuAn bi nQi dung bao cao theo yeu cAucua Doan kiSm tra.
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b) Co d~i di~n lanh d~o va can b(>chuyen trach cong ngh~ thong tin cua
don vi dS cling lam vi~c vai Boan kiSm tra.

c) T~o thu~n lqi cho cong tac kiSm tra d~t k€t qua.

Di~u 21. Ki~m tra djnb kYva dQt xudt

1. Boan kiSm tra xay dvng k€ ho~ch va th\lc hi~n kiSm tra dinh ky hang
nam vS cong mc dam bao an toan, an ninh thong tin trong ho~t d(>ngling d\1ng
cong ngh~ thOng tin cua cac co quan nha mrac.

2. Boan kiSm tra ti€n hanh kiSm tra d(>txu~t cac co quan, dan vi co d~u
hi~u vi ph~ an toan, an ninh thong tin trong ho~t d(>ng ling d\1ng cong ngh~
thong tin.

Di~u 22. Di~u khoiin tbi baob

1. Sa ThOng tin va TruySn thong. chU tri, ph6i hqp vai cac CCJ quan, don
vi co lien quan triSn khai th\lC hi~n t6t n(>idung Quy ch€ nay.

2. Cac CCJ quan, don vi chu d(>ngxay dvng, ban hanh Quy ch€ n(>ib(>vS
dam bao an toan, an ninh thong tin trong ho~t d(>ngling d1,1ngcong ngh~ thong
tin t~i don vi minh phli hqp vm Quy ch€ nay. Binh ky hang nam bao cao tfmg
hqp tinh hinh dam bao an toan, an ninh thong tin trong ho~t dQng ling d1,1ngcong
ngh~ thong tin ~i don vi gUi Sa Thong tin va TruySn thong truac ngay 15 thang
11 dS t6ng hqp, bao cao Uy ban nhiin diin thanh ph6.1.

TM.UYBANNHANDANTIMNHPH6
CHUTJCH
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