SAO Y; B¢ Khoa hoc va Cong ngh¢; 31/12/2025; 19:13:39; +07:00

BO KHOA HOC VA CONG NGHE CONG HOA XA HQI CHU NGHIA VIET NAM
- Doc lap - Tu do - Hanh phiic

$6:50  /2025/TT-BKHCN Ha Nol, ngay M thang & ndim 2025

THONG TU
Ban hanh “Quy chuin k§j thuit qudc gia vé yéu cau dbi véi

dich vu chitng thue chir ky s6 cong cong”

Céin cur Ludt Giao dich dién tir 56 20/2023/QH15;

Cdn cur Ludt Tiéu chuan va quy chudn kj thuar s6 68/2006/QH]11, duoc sira
doi, bé sung boi Ludt s6 35/201 8/QH14 va Ludt sé6 7 0/2025/QH15;

Cdn cu Nghi dmh 56 23/2025/NP-CP ngay 21 thang 02 nam 2025 c
Chinh phit quy dinh vé chit ky dién tir va dich vu tin cay; u: g

Cén cir Nghi dinh sé 127/2007/ND- CP ngay 01 thang 8 nam 2007 é{,za
Chinh phii quy dinh chi tiét thi hanh mét sé diéu cua Ludt Tiéu chudn va qdy\\" :
chudn k thudt dwoc sira déi, bé sung boi Nghi dinh sé 78/2018/NP-CP; S~

Cén ctt Nghi dinh s6 55/2 025/NB CP ngay 02 thang 3 nam 2025 cua Chinh
phii quy dinh chike néng, nhiém vu, quyén han va co cdu té chike ciia Bé Khoa hoc
va Cong nghé,

Theo dé nghi cia Gidm déc Trung tém Chitng thuc dién tir quéc gia;

Bo truong Bo Khoa hoc va Cong nghé ban hanh Théng tu ban hanh "Quy
chuan k) thudt quéc gia vé yéu cau déi véi dich vu chitng thuee chiv ky s6 cong cong”.

Dleu 1. Ban hanh kém theo Thong tu nay Quy chuan k¥ thuat qudc gia vé
yéu cau déi vé6i dich wu ching thuc chit ky sb cong cong (QCVN
137:2025/BKHCN).

Diéu 2. L§ trinh ap dung

Trir trudng hop t6 chirc cung cip dich vu chung thure chir ky s6 cong cong
lua chon ap dung quy dinh cta Luét Giao dich dién tir s6 20/2023/QH15, cac td
chirc cung cap dich vu chiing thuc chir ky s6 cong cong dang hoat déng hop phép
c6 trach nhiém ra soét, nang cép hé thdng thong tin va ddi ngli nhan luc quan ly
va k¥ thuat dép ung quy dinh tai QCVN 137:2025/BKHCN truéc ngay 10 thang
4 nam 2027.

Piéu 3. Hiéu lue thi hanh
1. Thong tu nay c6 hiéu lyc thi hanh ké tir ngay 01 thang 7 nim 2026.




2. Cac quy dinh duéi day hét hiéu luc thi hanh ké tir ngay Théng tu ndy c6
hiéu luc thi hanh:

a) Thong tursd 06/2015/TT-BTTTT ngay 23 thang 3 ndm 2015 ctia Bo truéng
Bo6 Thong tin va Truyén thong quy dinh danh muc tiéu chuan bat budc ap dung vé
chit ky so va dich vu ching thuc chit ky so;

b) Thong tu s& 16/2019/TT-BTTTT ngay 05 thang 12 nim 2019 cia B
truong Bé Thong tin va Truyén thong quy dinh danh muc tiéu chuén bat budc ap
dung vé chit ky s6 va dich vu ching thuc chit ky s6 theo mé hinh ky s6 trén thiét bi
di dong va ky so tir xa.

Diéu 4. Diéu khoin chuyén tiép

Ho so dé nghi cap Gidy phép cung cAp dich vu ching thuc chit ky sb cong
cdng dd ndp cho co quan nha nudc cé tham quyén nhung dén ngay Théng tu nay
c6 hiéu lyc thi hanh chua dugc cap gidy phép thi dugce tiép tuc 4p dung quy dinh
cua Thong tu s6 06/2015/TT-BTTTT va Thong tu s6 16/2019/TT-BTTTT.

Diéu 5. T6 chirc thue hién

1. Gidm dbc Trung tdm Ching thuc dién tir qudc gia c6 trach nhiém té chic /
hudng dan trién khai thuc hién Thong tu nay.

2. Céc t6 chitc, cé nhén ¢4 lién quan chiu trach nhiém thi hanh Thong tu nay.

3. Trong qué trinh thuc hién, néu phat sinh vuéng méc, co quan, t6 chic,
ca nhan kip thoi phan anh bang van ban vé Bo Khoa hoc va Céng nghé (Trung
tdm Ching thuc dién tir quoc gia) dé nghién ciru stra d6i, bd sung cho phu hop./ b

Noi nhén: BQ TRUONG
- Tha tudng, cac Phé Thu tudng Chinh phu;

- Céc B9, co quan ngang B9, co quan thudc Chinh phu;
- UBND céc tinh, thanh phé truc thude TW;

- S& KHCN céc tinh, thanh phé truc thude TW:
- Cuc Kiém tra van ban va Quan ly x& 1y vi pham|
chinh (B9 Tu phap);

- Cbng béo, Cdng théng tin dién tir Chinh phu;

- B6 KHCN: B4 trudng va cac Thir trudng,
céc co quan, don vi thudc Bg;

- Cbng théng tin dién tir Bo;

- Luu: VT, NEAC.
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) QUY CHUAN KY THUAT QUOC GIA. ) )
VE YEU CAU DOI VOI DICH VU CHUNG THYC CHIY KY SO CONG CONG

NATIONAL TECHNICAL REGULATION ON REQUIREMENTS FOR PUBLIC
DIGITAL SIGNATURE AUTHENTICATION SERVICES

1. QUY DINH CHUNG
1.1. Pham vi diéu chinh

Quy chuén nay quy dinh cac yéu cau déi véi dich vu chirng thwe chi ky s céng cong,
y&u cau vé quy trinh van hanh va kiém soat dbi véi td chire cung cap dich vu chirng
thwe chi ky s6 cong cdng bao gom:

- Dich vu chirng thwe chiv ky s6 cong cong theo mé hinh ky sé trén cac phwong tién
Iru khéa bi mat bang thiét bi phan cirng:
- Dich vu chirng thwe chi¥ ky sb cong cdng theo md hinh tl xa;
- Dich vu chirng thire chi® ky sb cdng cong theo mé hinh ky sé trén thiét bi di dong.
1.2. Péi twong ap dung
Quy chuén nay dwoc ap dung cho T4 chirc cung cép dich vu chirng thwe chi ky sé
cdng ¢dng; Té chirc cung cap dich vu chivng thire chir ky dién t& nude ngoai d& nghj cong
nhan tai Viét Nam va céc té chirc, ca nhan cé lién quan dén hoat déng cung cap dich
vu chirng thire chir ky s6 cong cdng tai Viet Nam.
Quy chuén nay khong ap dung cho Td chirc cung cap dich vu chitng thwe chi ky sé
chuyén dung céng vu.
1.3. Tai liéu vién dan

[1] IETF RFC 5280: Internet X.509 Public Key Infrastructure Certificate and

Certificate Revocation List (CRL) Profile

[2] IETF RFC 6960: X.509 Internet Public Key Infrastructure Online Certificate
Status Protocol - OCSP

[3] ISO/IEC 15408: Information security, cybersecurity and privacy protection -
Evaluation criteria for IT security (parts 1 to 3)

[4] ISO/IEC 9594-8 /Recommendation ITU-T X.509 : Information technology -
Open systems interconnection - Part 8: The Directory: Public-key and attribute
certificate frameworks".

[5] FIPS PUB 140-2: Security Requirements for Cryptographic Modules
[6] FIPS PUB 140-3: Security Requirements for Cryptographic Modules

[71 FIPS PUB 202: SHA-3 Standard - Permutation-Based Hash and Extendable -
Output Functions

[8] FIPS PUB 180-4: Secure Hash Standard
[91 FIPS PUB 197: Advanced Encryption Standard

/2



[10]
(1]
[12]
(13]

[14]

[19]

[16]

[17]
[18]
[19]
[20]

[21]

[22]
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EN 419 221-5:2018: Protection Profiles for TSP Cryptographic modules - Part
5: Cryptographic Module for Trust Services requirements

EN 419 221-1:2018: Trustworthy Systems Supporting Server Signing - Part 1:
General system security requirements

EN 419 221-2:2019: Trustworthy Systems Supporting Server Signing - Part 2:
Protection Profile for QSCD for Server Signing

ETSI EN 319 401: Electronic Signatures and Trust Infrastructures (ESI);
General Policy Requirements for Trust Service Providers

ETSI EN 319 411-1: Electronic Signatures and Trust Infrastructures (ESI);
Policy and security requirements for Trust Service Providers issuing
certificates; Part 1: General requirements

ETSI TS 119 431-1: Electronic Signatures and Trust Infrastructures (ESI);
Policy and security requirements for trust service providers; Part 1: TSP
services operating a remote QSCD / SCDev

ETSI TS 119 432: Electronic Signatures and Infrastructures (ESI); Protocols
for remote digital signature creation

ETSITR 102 203: Mobile Commerce (M-COMM); Mobile Signatures; Business
and Functional Requirements

ETSI TS 102 204: Mobile Commerce (M-COMM); Mobile Signature Service;
Web Service Interface ®

ETSI TR 102 206: Mobile Commerce (M-COMM); Mobile Signature Service;
Security Framework

ETSI TR 102 207: Mobile Commerce (M-COMM); Mobile Signature Service;
Specifications for Roaming in Mobile Signature Services

TCVN 8709 (ISO/IEC 15408): Céng nghé thdng tin — Cac ky thuat an toan — B
Cac tiéu chi danh gia an toan céng nghé thong tin
(Common Criteria for Information Technology Security Evaluation)

TCVN 7816:2007: Céng nghé théng tin - Ky thuat mat ma - thuat toan ma di
lieu AES

{1

1.4. Giai thich tlr ngiv
1.4.1. Mé hinh ky sé trén cac phwong tién Iwu khéa bi mat bing thiét bj phdn

clrng: M6 hinh ma khéa bi mat ctia thué bao dwoc tao va lwu trir hoan toan trong thiét

bi phan cirng (USB token, thé théng minh hozc thiét bj twong dwong) do thué bao trwc

tiép s& hivu va kiém soat vat Iy

1.4.2. M6 hinh ky s6 tlr xa: M6 hinh ma khoa bi mat cla thué bao dwoc tao va lwu

trr tai hé théng clia t& chirc cung cép dich vu chirng thwe chir ky sb cong cong, viéc

tao chi¥ ky s6 dwoc thue hién tir xa theo 1&énh ctia thué bao théng qua co ché xac thue

va Oy quyén nghiém ngit.
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1.4.3. M hinh ky sé trén thiét bi di déng: M6 hinh ma khoéa bi mat clia thué bao
dwoc lwu trip va st dung dé tao chiv ky sé trwce tiép trén thiét bi di déng cia thué bao
(thwéng théng qua thé SIM cé tich hop chirc ndng mat ma hodc thanh phan bao mat
twong dwong).

1.4.4. Thiét bi bao mat phan cleng: Thiét bi phan cirng chuyén dung (Hardware
Security Module) ding dé tao, lwu tri, quan ly va bao vé khéa mat ma, dap (rng cac

yéu cau bao mat cao.

1.4.5. Thiét bj mat ma, lwu khoéa: Thiét bi phan clrng dwoc st dung dé Iwu tre va

thwe hién cac thao tac mat ma lién quan dén khéa bi mat ctia thué bao.

1.4.6. Hé théng quan ly khéa bi mat, chirng thw chir ky sé va tao chir ky sé cua
khach hang: Hé thdng clia tb chirc cung cap dich vu chirng thuwe chi ky s cng cdng
theo mé hinh ky sé ti xa, thwc hién viéc tao, lwu trir khda bi mat va tao chir ky s6 thay

mat thué bao theo |énh cla thué bao.

1.4.7. Thé SIM: Thé nhan dang thué bao di déng c6 tich hop applet mat ma hoéc
thanh phan bao mat, dwoc sl dung lam phwong tién Iwu trir khéa bi méat va tao chiv
ky s6 trong mé hinh ky s6 trén thiét bj di dong.

1.4.8. Thué bao: Ca nhan hoac tb chirc dwoc td chirc cung cap dich vu chirng thuc

chr ky s6 cong cong cap chirng thuw sé va st dung dich vu chir ky sé.

1.4.9. Kiém toan ky thuat: Hoat dong danh gia doc lap, khach quan déi voi hé théng
théng tin, quy trinh cung cép dich vu nhdm x&c dinh viéc dap (ng tiéu chuan ky thuat
bat budc ap dung, quy chuén ky thuat, yéu cau ky thuat ctia chi ky dién tir bao dam
an toan, chirng thw chtv ky dién t& bao dam an toan, chi ky sb, chirng thw chir ky sb
va dich vu tin c8y. Trong d6, tiéu chuan ky thuat bat budc ap dung khi dwoc vién dan

trong quy chuén k§ thuat ho&c vén ban quy pham phap luat.

1.4.10. T6 chirc kiém toan ky thuat: T4 chirc chivng nhan dwoc chi dinh theo quy
dinh cla phap luat vé tiéu chuan, quy chuan ky thuat, chat lwong san phdm, hang héa.

1.5. Chir viét tat

CA Certification Authority T chirc chirng thuc

CP Certificate Policy Chinh sach chirng thw

CPS Certification Practice Statement Quy ché chirng thuc

CRL Certificate Revocation List Danh sach chirng thw bj thu hdi
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Tén phan biét (trong dinh danh
X.509)

Cép d6 dam bao danh gia (trong danh
gia an toan théng tin ISO/IEC 15408)

Thuét toan chir ky sé dwdng cong
Elliptic

Telecommunications Vién Tiéu chuén Vién théng Chau

Au

Processing B tiéu chuén x& ly théng tin lién

bang Hoa Ky

Thiét bi bdo mat phan cing (thiét
bi lwu va xt ly khoa bi mat)

Nhom cdng tac ky thuat Internet
T4 chtre Tiéu chudn hoa Qubc té /
Uy ban Ky thuat dién quéc té

Giao thire truy cap thw muc nhe

Giao thic kiém tra trang thai
chirng thw trwe tuyén

B tiéu chudn méat ma khoéa céng khai
Ha tdng khéa céng khai
To chirc dang ky

Tai liéu tiéu chudn ky thuat do IETF
ban hanh

Thuat toan mat ma khéa céng khai
Thuat toan bam an toan

Té chire cung cép dich vu tin cay
Gi®» Phéi hop Quéc té

Khung chudn cho chirng thw sb
trong hé théng PKI

2. QUY DPINH KY THUAT

2.1. Yéu cau ky thuat

2.1.1. Yéu cau déi véi mat ma va chiv ky sé

St dung céac ky thuat mat ma theo quy dinh tai Bang 1:

Bang 1 - Yéu cau vé ky thuat mat ma

-

i




QCVN 137:2025/BKHCN

Lo Tiéu chuan tham chiéu o
Yéu ci —— — = Quy dinh ap dung
eu cau Ky hiéu Tén tiéu chuan
PKCS #1 RSA Cryptography - Ap dung mét trong hai tiéu
(RFC 3447) Standard chuan.
- Dbi véi tidu chudn RSA:
VAt s Public Key + Téi thiéu phién ban 2.1;
atma . %
hi di Cﬁryptography for the |, Ap dung lvgc do RSAES-
pnhido Financial Services z 2 " ’
x(’na va _ S OAEP dé ma hod va
oo a4 | ANSIX9.62- | Industry: The Elliptic | peraen bes g8 ky
chir ky so 2005 Curve Digital '
Signature Algorithm + D0 dai khoa tdi thiéu 1a 2048
(ECDSA) bit
- Ddi véi tieu chudn ECDSA:
d dai khoéa tdi thidu 1a 256 bit
Céng nghé théng tin -
TCVN Ky thuat mat ma -
Mat ma 7816:2007 K\égt toan ma d liéu Ap dung mét trong hai tiéu
déi xtrng chuén
FIPS PUB 197 Advanced Encryption
Standard
FIPS PUB Secure Hash Ap dung mét trong cac ham
180-4 Standard bam sau:
SHA-256,
SHA-384,
Yéu cau
cho ham SHA-3 Standard: SHA-512,
bam FIPS PUB 202 Permutation-Based SHA-512/224,
Hash and Extendable- | SHA-512/256,
Qutput Functions SHA3-224, SHA3-256, SHA3-
384, SHA3-512, SHAKE128,
SHAKE256

2.1.2. Yéu cau déi v&i théng tin, div liéu

Binh dang thdng tin, di liéu dap &ng cac quy dinh tai Bang 2

Bang 2 - Yéu cau vé théng tin dir liéu

Tiéu chuin tham chiéu

Loai Quy dijnh ap
Yéu ciu Ky hiéu Tén tiéu chuén dung
Pinh d h
th!l: chgnlfycséwcg RFC 5280 Internet  X.509 Public Key
5 BEER R Fi Infrastructure Certificate and
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chieng thu chir ky Certificate Revocation List (CRL)

s Profile

Cu phap thoéng PKCS #7 Cryptographic Message Syntax Phién ban 1.5
diép mat ma (RFC 2630) | Standard '
Cu phap théng tin | PKCS #8 Private-Key Information Syntax | o a1 20 4 5
khoa riéng (RFC 5208) | Standard '
Cu phap yéu cau | PKCS #10 Certification Request Syntax Phién ban 1.7
chirng thye (RFC 2986) | Standard '
Giao dién giao : ; Phién ban
tiép v&i cac thé | PKCS #11 g’t;y,fl’(ggfgaph'c 1orB: IntShEce 220

mat ma

Cu phap trao doi Personal Information Exchange o
théng tin ca nhan PRCa#12 Syntax Standard R b L0

2.1.3. Yéu cau déi v&i chirng thw chiv ky sé

Chirng thw chir ky sé dap (rng cac quy dinh tai Bang 3:

Bang 3 - Yéu cau déi véi chirng thw chi ky sb

Loai Tiéu chuan tham chiéu Quy dinh ap
Yéu cau Ky hiéu Tén tiéu chuan dung
. . Internet  X.509 Public Key
Chinh sach = :
chiing the chix | RFC 3647 Infrastructurgl- Qertlflcate qulcy
rh and Certification Practices
y sO
Framework
Lwgc d6 Giao Lightweight Directory  Access
thtre truy nhap | RFC 4523 | Protocol (LDAP) Schema
thw muc Definitions for X.509 Certificates
Lightweight Directory Access
RFC 4510 | Protocol (LDAP): Technical
Specification Road Map
RFC 4511 Lightweight Directory Access
Giao thirc truy Protocol (LDAP): The Protocol Ap dung b bén
nhap thw muc _ ; ; tiéu chuan
Lightweight Directory Access
RFC 4512 | Protocol (LDAP): Directory
Information Models
REC 4513 | Lightweight Directory Access
Protocol (LDAP): Authentication

AN R i
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Methods and
Mechanisms

Security

Giao thire
truyén, nhan
chtrng thu chir
ky s6 va danh
sach chirng
thw ch ky sd
bi thu hoi

RFC 2585

Internet X.509 Public Key
Infrastructure -  Operational
Protocols: FTP and HTTP

Ap dung mét
hodc ca hai giao
thtec FTP va
HTTP

Giao thirc cho
kiém tra trang
thai chng thw | RFC 6960
ch ky sb truc
tuyén

X.509 Internet Public Key
Infrastructure Online Certificate
Status Protocol - OCSP

2.1.4. Yéu cau déi véi HSM va thiét bi mat ma, lwu khéa

Thiét bi HSM va thiét bj mat ma, lwu khoa phai dap (ng cac quy dinh tai Bang 4:

Bang 4 - Yéu cau déi véi thiét bi HSM va thé mat ma

Quy dinh ap dung

Loai Tiéu chuan tham chiéu
Yéu cau Ky hiéu Tén tiéu chuan
FIPS PUB . :
140-2 Security Requirements for

(t6i thiéu murc 3)

Cryptographic Modules

Thiét bi FIPS PUB . .
HSM. va 140-3 Security Requirements for ) A
rri P Cryptographic Modules Ap dung mot trong ba
t I~Et bi mat (t6i thiéu mirc 3) tiéu chuan.
ma, lwu
e EN 419221- | Protection Profiles for TSP

5:2018 Cryptographic modules -

(téi thidu EAL Part 5: Cryptographlc.

murc 4) Module for Trust Services
Token va fLF[;?ZPUB Security Requirements for
Smart card Cryptographic Modules

(t6i thiéu mic 2)

10

R P |

L1
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FIPS PUB
140-3

(t6i thiéu mirc 2)

Security Requirements for
Cryptographic Modules

2.2. Yéu cau déi véi mé hinh ky sé trén cac phwong tién lwu khéa bi mat bing
thiét bi phan cirng

2.2.1. Yéu cau vé quy trinh van hanh va kiém soat

T6 chire cung cép dich vu chirng thirc chir ky sb cdng cdng theo mé hinh ky sb trén
cac phuwong tién Iwu khda bi mat bang thiét bi phan cieing phai trién khai cac bién phap
bao dadm quy trinh van hanh va kiém soat cung cép dich vu dap tng cac quy dinh cla
tiéu chudn ETSI EN 319 411-1 (phién ban V1 4.1).

2.3. Yéu cau déi véi mo hinh ky sé tir xa

2.3.1. Yéu cau dbi v&i hé thdng quan Iy khéa bi mat, chivrng thw chir ky sé va tao
chir ky s6 cta khach hang

Hé thong quan ly khéa bi mat, chirng thw chi ky sb va tao chi ky s6 clia khach hang
dap (rng cac quy dinh tai Bang 5:

Bang 5 - Yéu cau dbi véi chirng thw chiv ky sé

Loai Tiéu chuan tham chiéu Quy dinh
Yéu cau Ky hiéu Tén tiéu chuan ap dung

Electronic Signatures and
Giao thirc tao | ETSI TS 119 432 Infrastructures (ESI); Protocols | Phién ban

chi ky s6 for remote digital signature V1.2.1
creation

Ung dung ky Trustworthy Systems Supporting

trén may chi | EN 419241-1:2018 | Server Signing - Part 1: General

ky s6 system security requirements
Trustworthy Systems Supporting

Yéu cau cho Server Signing - Part 2:

! N 419241-2:2

mo& dun ky sO E 039 Protection Profile for QSCD for

Server Signing

2.3.2. Yéu cau vé quy trinh van hanh va kiém soat

Té chirc cung cap dich vy chirng thwe chir ky sb cong cdng theo md hinh ky s6 tir xa
phai trién khai cac bién phap bdo dam quy trinh van hanh va kiém soat cung cép dich
vu dap (ng cac quy dinh cla tiéu chudn ETSI TS 119 431-1 (4p dung phién ban
V1.1.1) va ETSI TS 119 431-2 (4p dung phién ban VV1.1.1).

2.4, Yéu cau déi véi moé hinh ky sé trén thiét bi di dong

2.4.1. Yéu cau déi v&i chirc nang va giao dién
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Chirc néng va giao dién clia Hé thdng ky sé trén thiét bi di dong dap rng cac yéu cau
quy dinh tai Bang 6:

Bang 6 - Yéu cau dbéi véi chivc ning va giao dién

Loai Tiéu chuan tham chiéu Quy dinh ap
Yéu cau Ky hiéu Tén tidu chudn dung
Ye}J cau ) ve ETSI TR Mob!le F:ommerce (M-COMM); Phién ban
chirc nang, Mobile Signatures; Business and
a 102 203 . ) V1.1.1
nghiép vu Functional Requirements
Giao dién dich | ETSI TS ng::e S(?OmTe;ceSer(v'\?cﬁo'\\fVM); Phien  ban
vu Web 102 204 5 R e 114
Service Interface
Khung bdo mat | =1 o' TR m:l{: Sicf;'ff::réeemﬁ?fcégm; SEs -
9 1102 206 i 1 / Y1vi13
Framework
. £ e Mobile Commerce (M-COMM);
Théng sO0 ky . . - "
thuat  chuvén ETSI TS | Mobile Signature Phién ban
Vi Yen 1 102 207 Specifications for Roaming V1.1.3
g Mobile Signature Services

2.4.2. Yéu cau déi véi thé SIM
Thé SIM phai dap (rng cac yéu cau tai Bang 7:

Bang 7 - Yéu cau déi véi the SIM

Tiéu chuin tham chiéu

Céng nghé théng tin — Cac

TCVN 8709 | ky thuat an toan — Cac tiéu
(ISO/IEC chi danh gia an toan céng
15408) nghé théng tin

(tbi thidu EAL (Common Criteria for

muic 4) Information Technology

Security Evaiuation)

Loai .
o - Quy dinh ap dun
Yéu cau Ky hiéu Tén tiéu chuén y e
TLF;?ZPUB Security Requirements for
) Cryptographic Modules
(téi thiéu murc 2)
TL%ZPUB Security Requirements for
' Cryptographic Modules ” .
— (t6i thidu mure 2) Ap dung mét trong ba

tiéu chuan.
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2.4.3. Yéu cau vé quy trinh van hanh va kiém soat

Té chirc cung cép dich vu chirng thwe chiv ky sé cdng cdng theo mé hinh ky sb trén
thiét bi di dong phai trién khai cac bién phap bao dam quy trinh van hanh va kiém soat
cung cép dich vu dap rng cac quy dinh cla tiéu chudn ETSI EN 319 411-1 (ap dung
phién ban V1.4.1).

3. QUY PINH VE QUAN LY

3.1. Phwong thirc danh gia sw phi hop ddi véi cac yéu cau tai muc 2.2.1, muc 2.3.2,
muc 2.4.3 cia Quy chuén thye hién theo phwong thire 6 (danh gia hé thdng quan 1y)
theo quy dinh tai Théng tw 28/2012/TT-BKHCN ngay 12 thang 12 nam 2012 quy dinh
vé cong bd hop chuén, céng b hop quy va phwong thirc danh gia sw phi hop véi
tiéu chudn, quy chuén ky thuat va Thong tw 19/2025/TT-BKHCN ngay 06 thang 10
nam 2025 quy dinh kiém toan ky thuat véi chiv ky dién t& dich vu tin cay.

3.2. Té chire cung cép dich vu chirng thwe chi ky s6 cong cdng thudc pham vi diéu
chinh tai muc 1.1 thyee hién céng bé hop quy theo quy dinh va chiu sw kiém tra clia cac
co quan quan ly nha nwéce theo cac quy dinh tai Thong tw 28/2012/TT-BKHCN ngay 12
thang 12 nam 2012 quy dinh vé céng b hop chuén, céng bb hop quy va phwong thire
danh gia sy phu hop véi tiéu chuan, quy chudn ky thuat; Théng tw 19/2025/TT-BKHCN
ngay 06/10/2025 quy dinh kiém toan ky thuat déi v&i chir ky dién tt va dich vu tin cay
va cac quy dinh hién hanh.

3.3. Phuong tién, thiét bi do: tuan thi cac quy dinh hién hanh cla phap luat vé do
lwong.

4. TRACH NHIEM CUA TO CHUC, CA NHAN
4.1. Trach nhiém cla Té chirc danh gia sw phu hop

4.1.1. Thyc hién danh gia si pht hop theo ding quy dinh clia Quy chudn nay va thyc
hién cac nghia vu bao céo két qua hoat déng danh gia chirng nhan hop quy dén Uy
ban Tiéu chudn Do lwveng Chét lwong Quéc gia theo cac quy dinh hién hanh.

4.1.2. Lwu trir ho so chirng nhan theo quy dinh tai Thong tw s6 03/2025/TT-BKHCN
ngéy 15/5/2025 cua Bo trwdng Bo Khoa hoc va Céng nghé quy dinh thoi han lwu triv
ho so, tai liéu nganh Khoa hoc va Céng nghé.

4.2. Trach nhiém clia T chirc cung cép dich vu chirng thwe chiv ky s6 céng céng
4.2.1. Tuan th( cac quy dinh trong quy chuan ky thuat nay.

4.2.2. Luu trir hé so chirng nhan theo quy dinh tai Théng tw s6 03/2025/TT-BKHCN
ngay 15/5/2025 cua Bo trwdng Bo Khoa hoc va Céng nghé quy dinh th&i han lwu triv
ho so, tai liéu nganh Khoa hoc va Céng nghé.

5. TO CHUC THUC HIEN

5.1. Trung tdm Chirng thuc dién t& Quédc gia td chire trién khai hwéng dan va quan ly
theo quy dinh ctia Quy chudn ky thuat nay.

Can ct vao quy dinh quan Iy, Trung tdm Ching thwe dién tr Quéc gia cé trach nhiém
dé& xuét, kién nghi B Khoa hoc va Céng nghé stra ddi, bd sung ndi dung Quy chuln
ky thuat nay.
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5.2. Trong trwéng hop cac quy dinh phép luat, van ban quy pham phap [uét vién dan
tai Quy chudn ky thuat nay cé stra ddi, bd sung hoéc dwoc thay thé thi thwe hién theo
quy dinh tai van ban méi. Trong treéng hop céc tiéu chuén duec vién dan trong Quy
chuén nay c6 s thay ddi, bd sung, thay thé thi thwe hién theo hwéng dan clia Bd Khoa
hoc va Céng nghé.
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